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1. Introduction to Computer Science
1.1. What is Computer Science?
Computer Science is the discipline that seeks to build a scientific foundation for such topics as:

Hardware

Computer hardwareis the collection of physical partsof a computer system. This includes
the computercase, monitor, keyboard, and mouse. It awtudes all the parts inside tkemputercase,

such as the hard disk drive, motherboard, video card, and many Qibemsuter hardwaris what you can
physically touch.

Software

Computer software, also callesbftware, is a set of instructions and @scumentations that tells
a computerwhat to do or how to perform a taskoftwareincludes all differensoftware programsn
acomputer, such as applications and the operating system.

Programing

Computer programmings the process of designing and builgian executableomputer progranfior
accomplishing a specificomputingtask.

Networks

A computer networks a set ofcomputersconnectedfor the purpose of sharing resources. The most
common resource shared today is connection to the Internet. Other shared resources can include a printer
or a file server. The Internet itself can be considereahaputer network.

Graphics

Computer graphicss the discipline of generating images with the aid of computers. Today, computer
graphics is a core technology in digital photography, film, video games, cell phone and caligplagr
and many specialized applications.

Robots

A robotis amachin® especially one programmable by a compditarapable of carrying out a complex
series of actions automaticallRobotscan be guided by an external control device or the control may be
embedded within

Database

Database, also calledectronic databas any collection of data, anformation that is specially organized
for rapid search and retrieval bycamputer Datalases are structured facilitate the storage, retrieval,
modification, and deletion of data in conjunction with various @@t@essing operations. database
management systef@BMS) extracts information from the database in response to queries.

Security

Security are those controls that are put in place to provide confidentiality, integrity, and awaftabilit
all components oftomputer systems. These components include data, software, hardware, and
firmware.

Algorithmic Solutions
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An algorithmis a set of instructions designed to perform a specific task.

Information Processing

Information processingefers to the manipulation of digitizethformation by computersand other
digital electronic equipment, known collectively asformation technology (IT). Information
processing systems include business software, operating systemsiputers, networks and

mairframes.

We will be learning the details of these terms throughout the courses in different modules.

1.2. Computer Science Applications
Furthermore, Computer Science has applications in almost all domains such as:

[EEN

W <LK <L

Telecom

Banks

Hospitals

Software Development
Service Industry

Pak Army

Freelancing

and many more

Local Job Market

According to famous Job market website in Pakistan, most of the jobs are available in Computer
Science, for exampl e

2 represents job

Fi

gure 1 shows
opportunities

Computer Science are higher than rest of the fields.

Browse Jobs in Pakistan

Software &Web (830}
Sales &BD (763}

Accounts & Finance (357)
Customer Service (326)
Marketing (298]

Teaching & Education {210}

Creative Design (188)

By Function

Administration {180}
Telemarketing (130)
Writing (127)
Engineering (113)
Health & Medicine {102}
Human Resources (102)

Operations (88)

By Industry ~ ByCity By Company

Computer Metworking (72]
Clerical & Front Office (68)
Hotel/Restaurant Ma... (60}
Quality Assurance [QA) (54)
Data Entry (48)

More Functional Areas

Figurel: Job Opportunities in Pakistan
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Browse Jobs in Pakistan By Function | ByIndustry | ByCity  ByCompany
Information Technol... (1274) Insurance f Takaful {137) Textiles/Garments (77)
Services (341) Healthcare/Hospital/... {113) Consultants (76)
Manufacturing (275) M.G.0./Social Services (98) Importers/ Distributo... {74)
Education/Training (257} Banking/Financial Se... (25) Food & Beverages (71)
Call Canter (200} BPO (87} Advertising/PR (70}
Real Estate/Property (158) Business Development (84) More Industries
Telecommunication/... (144) Engineering (82)
Figure2z Job Opportunities in Pakistan
1.4. International Job Market

Similarly, internationally, jobs related to Computer Science are ranked on the top. For example, forbes

when

magazing, one of the acclaimeagenciesn US claims that Software Developer has been ranked as Number
1 job in the US. In Computer Science, the following areas have been ranked by the Forbes magazine.

Data Science
Virtual Reality
loT

FrontEnd Deve
Ul Designer

IT Manager

LKL LK LK LK LKL LKL

All of this discussion would be helpful to make you motivated all the time and to be happy with the decision
you have made to choose Computer Science and a career.

BackEnd Devebper

loper

Full-Stack Engineer

Quality Assurance Expert

Artificial Intelligence and Machine Learning

1.5. Are you not a student of Computer Science?

Those who are not studying CS, even then this course will be helpful for them too. As this course covers
all basic concepts of Computer Science which you would require in whatever field of study you are working.
You know studying basics of Computer Science is compulsory for everyone even you are studying

Business, Engineering, or Sciences. This cobasbeen made very easy and interactive to make sure that
you learn properly the basics of Computer Science andpply them in your own studies.

1 https:/iwww.forbes.com/sites/richardgano/2018/01/29/théestjobsfor-2018and-beyond/#1940306742c4

accessed on 18July
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Module 2

2. Breadth First Learning

This course will give basic introduction to almost all courses of Computer Science. Such strategy of learning
is known as Breadth First Learning. The other strategy is called Depth First Learning in which one particular
course is first covered in detailsdithen next course is covered. The Breadth First Learning helps students
to first know what they will be learning in the whole degree program.

We will cover:

1. Abstract view of all major courses in CS
2. Understanding what will be studied in CS
3. Why each course is important

4. Clarifying the bigger Picture

Introduction to the topics will be covered in this course:

2.1. Search Engine Usage Techniques
We will cover the searching techniques in this topic. How can you effectively search over the internet using
popular searckngine?

2.2. History of Computing
We will cover in this topic that how todays computer evolved from the basic idea.

2.3. Data Storage
Whateer data yowenterthe computer, this data need to be stored somewhere in the hardware, such storage
science will be understood in this topic.

2.4. Data Manipulation
Then the next thing is to study how data is manipulated. For examyplebasic arithmetic operations {+,
¥, 1) are performed in computer and how some advance operators are performed.

2.5. Operating System
We will study about Operating System which is the overatharge of the computer system.

2.6. Networking and the Internet
We will also study how different computers communicate over the internet.

2.7. Algorithms
We will then study the fundamental concept of algorithm in Computer Science. We define algorithm as:
iSet of Steps in a sequence to perform a certain

2.8. Programming Languages
Then we will study programming tools. How algorithm can be written to achieve the said goal in a computer
programming. We will cover just basics of C++.

2.9. Software Engineering
Here we will cover that how a complete software is developed starting tfie requirement gathering
phase to designing, implementation and testing

2.10. Data Abstraction
In Computer Science, designing a complex and large system becomes a challenge when we discuss design
at a great depth, data abstraction hides complexities from the designer and helps to comprehend things with
more ease. Such things will be discussed ia dastraction like Arrays, Stack, Queue, and trees.
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2.11. Database Systems
In Computer Science, we store and link data in an organized way usingfdfagert Database
Management Systems (DBMS). We will discuss database design, DBMS functionalities imoldledes.

2.12. Artificial Intelligence
You know Computer is a dump device, cannot think of take inferential decisions. However, Atrtificial
Intelligence (Al) is a specialized field of Computer Science that aims at building such Computer Systems
which can actritelligently.

2.13. CS impact on society
We will also learn the impact of Computer Science on society, social setups and on humans.

2.14. Content Filtering, Spam, International laws
Here we will cover content filtering, dealing with the spams and internationalrietated to Computer
Science in terms of data and privacy.

2.15. Word Processing
Word processor like Microsoft Word is an application software which helps to build editable word

documents, we will cover all major functionalities of Microsoft Word.

2.16. Presentatons Development
Presentation are built in specialized tools like Microsoft Power point. We will cover Microsoft PowerPoint
tool in details to design and animate the presentation slides.

2.17. Spreadsheet
To perform certain types of calculations on data, thexrs@me specialized software like Spreadsheet. One

of such software is Microsoft Excel which will be covered in such modules.

2.18. Database MS Access
Database learnt above will be implemented using DBMS tool like Microsoft Access.

2.19. Web Page Development
We will also learn that how a web page can be made easily usingntioitils like Dreamweaver.
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Module 3

3. Search Engines

Search Engine like Google index web pages and helps you to retrieve the relevant web pages based on your
gueries. Starting from today, in next few modules, we will focus on techniques andigisaid retrieve

most relevant information from Google.

Thereare many search engines like Google, Yahoo, and MSN etc. However, we will focus on Google
because it is most widely used search engine anchbsi®f the market share of searching over the internet
as illustrated from the Figure 3.

Google bing Yahoo!

90.31%  3.2% 2.06%

Baidu YANDEX RU Shenma

198%  0.62%  0.56%

Search Engine Market Share - June 2018

Figure 3: Market share of Search Enginfgs.statcounter.com/seargmginemarketshare]

To search on Google, typbttps://www.google.comdn the web browser, you will be shown the screen
like shown in the Figure 4.

Google Search I'm Feeling Lucky

Google offered in: sl s 5=

Figure 4: Google Search Engine home page

3.1. Query
Query is the set of words given to the search engine for searching for example, if you are interested to find
AVirtual Uni versityd on the internet, you wi || pr

will be given the relevant results.

3.2. How Google Works
When you search in the Google by typing any query in the text box shown in the Figure 4, Google finds all
those pages which contaiab the terms given in the query. Try the following queries and see the results:
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3.3. Try Searching on Google

1. AArporto

2. AiWhere is the closest airporto

3. AVirtual University in |Islamabado

[ Not e: I f you find any query with double quotat:i

quotations on Google, | am attaching double quotations just to make sure thedryonderstand it is a
guery not a running text. Otherwise posting a query in double quotations has a particular meaning in
Google which you will learn in next modules.

3.4. Use of Microphone
There is another option of microphone as can be seen Kighee 4 on the right side. If you click on you
can search by speaking.

3.5. FlipaCoin
If you want to flip a coin and you do not have the coin to flip, you can use Google to do that. To achieve
this just type the following on Google:

AFlip a Coino

3.6. Query Formulation
Always remember, when you search, Google will try to identify the pages on which the provided term is
available. For example, if your head is in pain and you type:

AfiHead Hurts?©O

It might not give you relevant results as when head is in panjtthhmedical name is headacl8o, your
guery should be:

~

fiHeadache i

Similarly, if you are interested to search the name of the head of the virtual university and type the query
as:

iHead of the virtual uni versityo

Google can give you wrong resultferx a mpl e t he web page which contain
universityo that might be the head office of wvirt

iRector of virtual uni versityo

As the head of virtual university is called rector, thereforeigniay it will give you more chance to search
the right person effectively.

3.7. Capitalization
Google does not distinguish the capital letters or small letters. This is callemh®assitive in computer
science. Foexamplesearch

ACOMPUTER SCIcEoNnpEIOt eorr sfici enceo

Will not make a difference.
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Module 4
4. Searching Tricks
In this module we will learn about searching tricks while searching on Google.

4.1. Weather Searching

You can simply add the | ocation with the word @We
Query fAWeather Lahoreo will give you a screen sho
27

Figure 5: Weather searching on Google

4.2. Performing Calculations on Google
To perform calculations on Google, just type whatever you want to perform like if we want to multiply 12

with 391, we will type the query like:
12*391

and you can see in the screen shown in the Figure 6 that the Google has automatteallthstcalculator,
have understood our query, have translated our query and given this query to calculator application and
have shown the result as well.

12*381

Figure 6. Calculations on Google
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Perform the following geries on your computer:

12-5

Sin 90

Tan 80

80/100*200
Subtract 10 from 30

w gapwNE

4.3. Currency Conversion
You can also see latest currency conversion on Google. For example, you want to see how much 100 Euros
will be when converted to Pakistani rupees. Here is the query andaresshibwn in the Figure 7.

100 auro to pkr 4 Q

All Videos Images Mews Mare Settings Tools

About 21,800,000 results (0.45 seconds)

100 Euro equals

15,040.98 Pakistani Rupee

160

100 | | Euro B i
40
1504008 | | pasistani Rupee 8| 10 W

100
2014 2ME 2016 2017 2018

Figure 7: Currency conversion on Google

Try the following queries and see the results:

Kph in Mph

m in cm

Pakistan Cricket team
Baadshahi Mosque
Minar e Pakistan

arwnNpE
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Module 5
5. Search Operators (1)
In this module, we will furthetearn about different search operators that can be used on the Google to
retrieve more relevant and focused results.

5.1. Search on Social Media
Wh e n
symbol. Forexamplewhen we give queries:

i Fi

f a

you

want to use Google and wa

Worl d cup @ acebooko and dAFi

nt to search th

fa Worl d

Fifaworld cup @twitter I Q

Fifa world cup @facebook 4 Q h
are Todls

Al images  News  Videos  More Tools
Aot 01,100 resuts (0.65seconds)

FIFA World Cup (@FIFAWoridCup) - Twitter

( -

FIFA World Cup - Home | Facebook i it comFIFAVTACup 7
hifps: e facebook com/ifaworidoup! ¥
FIFA World Cup, Zrich, Suitzerland. 4511 Fves. The Offcial Facebook Page of the 2018 FIFA World
Cup Russiz ware fita comworldeup. Lo@DP suingina He scored twice for kx 1 cidnt wan fo say & myself,
FIFA Vortd Cup - FIFA World Cup 3dded 3 cover ... Photos - About o nd ie... 50 85 not 10 appear

aing
ceB0G4NEA...

FIFA World Cup Russia 2018 - Home | Facebook
hiips: 1FAS

* Rating: 1.2- 23523 votes

FIFA World Cup Russia 2018, 204K Hees. FIFA World Cup Russia 2015,

FIFA World Cup - Facebook
htfps:iim facebook. comfifaworldeup?__tn__=C-R ¥
FIFAWiorid Cup, Zirich, Swizeriznd. 45 llkes. The Offcial Faceback Pagaof

3 hours ago - Tt § howrs ago - Tuitler
FIFA World Cup - Posts | Facebook

hifps: v facebook com» Places » ZIrich, Swizeriand » FIFA Word Cup ™ P Viewen T
FiFA Vit Gup. Zircn, Swizatanc, 451 les. The Oficl Facsbos Fagaof

FIFA - Home | Facebook #worldcup hashtag on Twitter

y conVifal v hitps:vites comhashtaghworideup =
ecebok conite! 30330 @FIFANorIdCup nsested: "Russa 2016 was the mast engaged MoraC. " - readwhat chers
are s3jing and jein the comversasan.

ami~doping testing programme for the 2018 FIFA World Cup: As the 2018 FIFA World

close. FIFA c2n todsy announce thet sofar,

Figure 8: Searching inSocial media over Google

5.2. Search for a price
Put pkr in front of a number. Fexamplegive a query like:

AiLaptop

pkr 500000 it will give yo

u | aptops

laptop pkr 50000 A O

All Images Maws Videos More Setlings Tools
About 213,000 resulis (0.25 ssconds)

S laptops that you can buy under SOK easily In Pakistan - TechJuice
hifps v techjuice pk » Lists ~

Feb 11, 2016 - Ther=fore, to help you owvercome this, we've put together a list of the best five budget
laptops {within tha 50k range) that are svailsble in the

Laptops price ranges from 40,000 to 50,000 - Mega. PK

wenwmega.pk » Laptops ™

Find laptops ranga from 40001 PHR te 50000 PKR. Buy laptops in price range from 40001 to 50000
rupe=s. Sest prices in pakistan for gaming laptops.

Laptops price rangs from 50,001 to 50,000 - Mega. PK

wenwmega.pk » Laptops ™

Find laptops rangs from 50001 PR to 80000 PKR. Buy laptops in . Frice 40,001 to 50,000 - Prics
S0,001 ... HP Pavilion 15-AB205TU laptop prices in Pakistan ..

Laptop Prices in Pakistan | Laptops - Paklap

hitps-fennv paklap. pkilaptops himl ~

Find Lowsast prices of Acer, Apple. Dell. Hp & Lencwo Laptop in Pakistan. Latest Zin 1, Mini,
Convertinle Core i3, Cors iS5 & Core i7 Touch Screen Laptops on ..

S Best Laptops Under SGOG0 in Pakistan - Beam. pk

hitfpsVbe2am.pk » Tech ~

Jun 3. 2077 - So. fo wr esse, wa are going to list some of the best laptops that can be bought undar
PKR. §0000/- Dell Inspiron 3521 Dusl Cor= Laptop eto.

Figure 9: searching for a price at Google
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5.3. Searching Hash tags
On Social media, sometimeshashtag is very popular, if you are interested to identify such pages using
hash tag, you can use the query like:

fi#teducati onbo

You will get result like shown in the Figure 10.

#education on Twitter

https:/fiwitter. com/hashtag/education

CSUSA Careers UKEd Magazine EdBlogslE
(@CSUSACareers) (@UKEdMag) (@IrishTeachers)
Can you recommend anyone Read and download all the Book Review — The Sleeping
for this job? 3rd Grade archived UKEd Magazinas Giant - bit.ly/2Xnfz74
Teacher- Renaissance online for free at #education #edchat 3
Charter School at Coral ukedchat.com/category/u...

Springs - bit.ly/2ZpHTr #ukedchat #education

#Education #CoralSprings, pic.twitter. com/kemcvX0..

FL

3 mins ago 4 mins ago 4 mins ago

Figure 10: Searching Hash tag

5.4. Exclude words from Query
One term could mean more than one thing for examp

animal and car. If you want to exclude all pages containing pages of cars, you can write the query like
i Jagwarrs 0.

5.5. Exact Match
If you want to search for an exact phrase enclose it in double quotes, in this case, the search engine will
search where it cdind the exact phrase as it is. Fetamplesearching

ifiTallest Building in Pakistano will give only tho
give the query like:

Tallest Building in Pakistan
Google will give you all those pages which contains all or any of these words.

5.6. Wild Card based Searching
You can search a phrase when even you do not know what word would be there at a particular location for
example, you want to search all those pages which contains any word in the start and then contains the

BN

exact phrase Ais thitetker than watero. You can Wwri
Ai* is thicker than watero

This query will give you all those pages which contains any word in the start and then have the exact phrase
Afiis thicker than watero

Pl ease note if you search fAis thicker quesicmhaswat er O
been posed or thereisnoword in¢hetb ut t he phrase is written I|ike A
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Module 6
6. Search Operators (2)
This module will further explore more search operators.

6.1. Searching within the range
If youwanttosearcwi t hin the range of number, you25@@&n use
pkr350000 will try to give those pages which cont

6.2. Boolean Operators
We can use Bool ean oper atetevast pages.¢axamplewrgingdduergg 6 0 Or 0

ComputerandScience

Will give you all those pages which have both words but not necessarily they occur together.
Similarly writing a query:

Computer Or science

Will give you those pages in which eithbré t er m f writenput éirs@c iiesrced is writt
it will also return those pages in which both terms are also written.

6.3. Search with a Specific Site
If you are interested to search the query website we can write like:

V Avi r t ersitysiteuyoutube.com
This will give us those pages of virtual university which are contained within the youtube.com website.

6.4. Searching Related Websites
For example,you like the videos on YouTube and interested to know are there some more wiidesites
YouTube?you can type the query:

V firelated:youtube.com

Furthermore, you can also search information for a particular website like if you write:
V finfo:youtube.com

It will provide the information about this website.

6.5. Searching a cached version
If the website is down and you are interested to see the cached version of the website, you can use the
following query:

V cache:youtube.com
Searching on a file type

If you are interested to search a query for a specific file type, you can include such file ttypguery.
For exampl e, we are interested to search for Avir
SO you can write a query:

V AVirtual Uni versityo

file
V AVirtual Uni versityo ext

type: pdf
cpdf
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Module 7
7. Search Operators (3)
In this module we will further learn about some remaining search operators.

7.1. Stocks Operator
Using this operator, we can find the trend of the stock market for a particular company for example, if we
want to see what the stock mar ket trend for the <c

V stocks:aapl

7.2. Map Operator
If we are interestetb see the map of some location, we can use map operator in the following way:

V map:Lahore

7.3. Movie Operator
Using movie operator, we can find information about any movieekamplefry:

V movie:steve jobs

7.4. Compare Food
If you want to compare two foods basewl their nutrient values, you can go and explore the following
website:

V  https://www.myfooddata.com/

7.5. Define Operator
If you are interested to find the definition of a particular term, type:

V Define:Computer

7.6. Image Search
There is a dedicated web link ab&le:

https://images.google.com/

Using this link, you can search images even by giving a query of another image. Google will provide you
other images which look quite similar to the queried image.

7.7. Tilt
This is an interesting option available at Google. Using this option, you can perform number of funny things
with the shown screen of the Google. For example, you can rotate the Google screen to 360 degree etc. To
do it type the following query:

VvV  Tilt

On the show results, select the appropriate link likgs://elgoog.im/tiltiand then perform the interesting
tricks with the Google screen.
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Module 8
8. Advanced Search Operators
In this module, we will learn sonavanced search operators.

8.1. Intitle
This operator will give us only those web pages in which the searched term appears in the title of the web
pages. For exampl e, if we are interested to sear (
appears in the title, we can write the follogiquery.

Vintitle:fAi Phone vs. androi do

8.2. Allintitle
The next similar operator is allintitle without double quotation. This will find all those web pages in which
any of the word Al Phoned or Aandroidod is found. T

V allintitle:iphone vs. anahid

8.3. inurl and allinurl
The Ainurl o operator finds all those web pages wh
pages. For example, if we try the following query:

Vinurl:2018 #Avirtual wuniversityo
This will give us all those web pagesinwhic 2018 i s written and the phrase

As we had allintitle above, here again we have allinurl which means it will find any of the those mentioned
terms within the url and will fetch all those pages in which any of the mentmresg terms are present.

8.4. Intext and allintext
If we are interested to search anywhere in the body of the document, we can use intext operator, for example:

Vintext:Avirtual uni versity admissions 2018590
this will give all those pages in which the whole phrase is present as it is. Furthermore, we can try:

V allintext:virtual university admissions 2018
Which will return all those pages in which any of those terms are available.

8.5. Proximity Search
Suppose ware interested to search two words:

I Education
9 Virtual university

But both words should be collocated on the web page within the margin of three words. To thitieve
we can use the operator around.

V education AROUND(3) "virtual university"

This querywill give all those web pages on which both words are available within the margin of three
words.

86. Letds solve a complex Query
As we have | earnt many operator s, now | etds sol ve

iwWe are interestedotfo asaeveblsow emany afotpasgeeur ed?0
V site:youtube.conhinurl:https

Page39 of 381

Copyright Virtual University of Pakistan



Introduction to Computing CS101 VU

Module 9
9. What we should not search on Internet
We have learnt different tricks and operators to ease the task of searching on the Google. However, there
are many things which we should not search on Google. But Why?

There are three main reasons:

1)
2)

3)

Google Adds: Google give you advertisements based ansgarch queries, history, geographical
location etc.

Security Agencies: law and enforcement agencies might see your queries and can enquire you or
can reach at your location if they see a sensitive term searching again and again.

Sometimes, when we seérlike free music, we can be trapped to provide a virus which might be
harmful for our computer.

By keeping inview, the above three points, the followings and related things must not be searched over
the internet:

9.1.

Avoiding Ads:

Searching the followings can avoid-nacessary ads from the search engines.

\%
\%
\%
\%
\%

9.2.

Your email

Medical issues and drugs
Your name

Your location

Your favorite things

Dangerous to Search

Searching the followings can alert the law enforcement agencies or any organization who is keeping eye
on the security threats. There is one typical such Pressure Cooker bomb story. When someone searched this
term and the security agency representativashed to the particular location from where such searching

was performedT hereforeavoid searching the followings:

<LK LKL LKL L L L LKL KL

9.3.

pressure cooker bomb story
Attacks

Suicide bomb
Killers/Underworld
Terrifying insects

Killing animals

Poisons

Murder

Medical Symptoms

How to make computer Virus
Hacking

About Religion

About Politics

Avoid Cyber-security attacks

Avoid searching the followings:

Vv

Free Music

The hackers normally add many viruses to such websites as the information seeker of free music etc.
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9.4. Unpleasant Results
You might search the followings or similar thing and might get unpleasant results which might depress you.

V Smokers Lungs
V Skin Condition
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Module 10
10. Roots of Computing
Here we will see how we moved from mechanical driven machines to electronics driven machine

(Computer).

10.1. Abacus
One of the earlier computing devices was the abacus. History tells us that it probably had its roots in ancient
China and was used in the early Greek and Roman civilizations. The machine is quite simple, consisting of
beads strung on rods that are in tomounted in a rectangular frame as shown in the Figure 11.

Figure 11. Abacus

10.2. Technology of Gears
In the time period after the Middle Ages and before the Modern Era, the quest for more sophisticated
computing nachines was seeded. A few inventors began to experiment with the technology of gears.
Among these were Blaise Pascal (16B%2) of France, Gottfried Wilhelm Leibniz (164&716) of
Germany, and Charles Babbage (178271) of England. These machines repnese data through gear
positioning, with data being entered mechanically by establishing initial gear positions. Output from
Pascal 6s and Leibnizébs machines was achieved by
hand, envisioned machinésat would print results of computations on paper so that the possibility of
transcription errors would be eliminated. One typical diagram is shown in the Figure 12.
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Figure 12 Gear Technology

10.3. Punch Cards
Herman Hollerith (18601929), who applied the concept of representing information as holes in paper cards
to speed up the tabulation process in the 1890 U.S. census. (It was this work by Hollerith that led to the
creation of IBM.) Such cards ultimately cantelte known as punched cards and survived as a popular
means of communicating with computers well into the 1970s. One typical punch card machine is illustrated
in the Figure 13.

Figure 13: Punch Cards

Mechancaldriven to Electronicglriven machines

Nineteenthcentury technology was unable to produce the complex-dfesan machines of Pascal,
Leibniz, and Babbage cesffectively. But with the advances in electronics in the early 1900s, this barrier
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was overome. Examples of this progress include the electromechanical machine of George Stibitz,
completed in 1940 at Bell Laboratories, and the Mark |, completed in 1944 at
Harvard University by Howard Aiken and a group of IBM engineers. These machines madeiseaty
electronically controlled mechanical relays. In this sense they were obsolete almost as soon as they were
built, because other
researchers were applying the technology of vacuum tubes to construct totally electronic computers.

10.4. ENIAC
More flexible ma&hines, such as the ENIAC (electronic numerical integrator and calculator) developed by
John Mauchly and J. Presper Eckert at the Moore School of
Electrical Engineering, University of Pennsylvania, soon followed as shown in the Figure 14.

Figure 14: ENIAC

10.5. Factsheet of ENIAC
Occupied 1800 square feet
20, 000 vacuum tubes
1500 relays

10, 000 capacitors

70, 000 registers

200 Kilo Watt electricity
Weight 30tons

Cost = $487, 000

PKR = 62.5 millions

<< <K<K LKLK<LKKL

[https:/iwww.computerhope.com/jargon/e/eniac.htm]

10.6. Rapid Advancement
Since the invention of ENIAC, there was a rapid advancement. Some key milestones are listed below:

Transistor

Integrated Circuits

Size reduction

Processing Power doubling in 2 years

Desktop computer by Steve Jobs and Stephen Wozniak in 1976
IBM launched PC in 1981

<< <K<K
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Module 11
11. Bits
In Computer, all kind of information is stored in bits. Bit is the basic unit of storage.

11.1. Basics
V Information is coded as pattern ob01
V  Short form of Binary Digits
V  One bit can contain only one value 0 or 1

11.2. What Bits can represent:
V Representing numbers, text, audio, video, image etc.
V In Chip electric Charge 0/1

11.3. Bits units
Table 1 shows the bits and their equivalent units.

Tablel: Bits Units

Unit Equivalent
1 Byte 8 bits

1 Kilo Byte (KB) 1024 Bytes
1 Mega Byte (MB) | 1024 KB

1 Giga Byte (GB) 1024 MB

1 Tear Byte (TB) 1024 GB

11.4. Patterns Using Bits

In one bit we can represent two patterns either 0 or 1, if we have 2 bits then 4 different patterns can be

representingis shown in the Table 2.

Table2: bits patterns for two bits

00
01
10
11
Letds comprehend all bit patterns, we wil/

Table3: Bits and their number of patterns

Bits Number of Patterns
2

4

8

16

32

64

128

=1 byte | 256

ONOOAWINF
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At page577 of your book you can find ASCII codes, using which we can represent different characters.

For exampl e,
be:

01000001.

representing

character

ifAO0 we

need

How did we get this, we will learn in details, at the moment you can just try to learn very basic method of

converting decimal to binary. As the binary is represented using base 2. To represent any number, please
form the representation as shown in thel&ab

Now whatever number you want to represent, put 1 the respective bit. For example if you want to represent
the decimal 2, just put 1 on the second bit from the right side and put zeros otherwise, you will get the
number 2 in binary as shown in the Table 5.

Table4: representing decimal to Binary

27

26

25

24

23

22

21

20

128

64

32

16

8

4

2

1

Table5: Representing Decimal 2 in Binary

2’ 22 |22 |2 |22 |2 |2t |2
128 |64 |32 |16 |8 |4 |2 |1
0 0 0 0 0O |0 |1 |O

Similarly, 8 will be represented as: 00001000,

65 will be represented as: 01000001

2 Computer Science An Overview byJ. Glenn Brookshear

andDennis Brylow
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Module 12
12. Boolean Operations
To understand how individual bits are stored and manipulated inside a computer, it is convenient to imagine
that the bit O represents the vafaéseand the bit 1 represents the vatuee. Operations that manipulate
true/false values are called
Boolean operationsjn honor of the mathematician George Boole (18B%4), who was a pioneer in the
field of mathematics called logic. Three of the basic Boolean operations are AND, OR, and XOR (exclusive
or). The AANDO oper at i othe Furedl5.n OR0O are summari zed

12.1. AND Boolean Operation
It produces the output as 1 when both of the inputs are 1. Otherwise, it gives output as 0 as shown in the
Figure 15.

12.2. OR Boolean Operation
It produces output of 1 when any of the inputs are 1, otherwise 0 as shtherFigure 15.

AND OR
Inputs } Output | Inputs 3 Output
Inputs Output Inputs Qutput
00 0 0 ) 0
01 0 g 1 1
1 0 0 10 1
11 il ] 1

Figure 15: AND, OR Boolean operation

12.3. XOR Boolean Operation
XOR (Exclusive or) is another Boolean operation which produces the output of 1 when both inputs are
different. It produces 0 when thoinputs are same as shown in the Figure 16.

12.4. Not Operation
Not operation takes one input, produces 1 when input is 0 and produces 0, when the input is 1 as shown in
the Figure 16.
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XOR NOT

Inputs D— Output | Inputs —Do— Output
Inputs Output Inputs Output
00 0 0 1
1 1 ] 0
10 1
1 0

Figure 16: XoR, Not operation

12.5. Boolean Operation Example
To demonstrate the working of the Boolean operations, an example has been shown in the Table 6. First
t wo rows represent the bit patédxeplnasnatso riiyAot ca npde riifBc
AORO0O, AXORO, ANoto on both AAO0 and ABO.

Table6: Example of Boolean operation

& ©°] o] 1] 1] o] 1] 1] o]
B 1 0 (o) 1 1 (o) (o} 1
AND (0] 0 0 1 0 0 o (¢]
OR 1 0 1 1 1 1 1 1
XOR 1 0 1 0 1 1 1 1
Not (A) 1 1 (o) 0 1 0 o 1
Not (B) (o] 1 1 (0] (0] 1 1 (0]
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Module 13

13. Hexadecimal Notation

13.1. Why we need HexadecimaNotation
When considering the internal activities of a computer, we must deal with patterns of bits, which we will
refer to as a string of bits, some of which can be quite long. A long string of bits is often caleana
Unfortunately, streams are difficult for the human mind to comprehend. Merely transcribing the pattern
101101010011 is tedious and error prone. To simplify the representation of such bit patterns, therefore, we
usually use a shorthand notation callexkadecimal notation, which takes advantage of the fact that bit
patterns within a machine tend to have lengths in multiples of four. In particular, hexadecimal notation uses
a single symbol to represent a pattern of four bits. For example, a string of titelgarbbe represented
by three hexadecimal symbols.

13.2. Hexadecimal Representation
Table 7 presents the hexadecimal notation.

Table7: Hexadecimal Notation

Hexadecimal
Bit pattern representation

0000
0001
0010
0011
0100
0101
0110
0111
1000
1001
1010
1011
1100
1101
1110
1111

TMMOONEITOONOITVTAE WNRE O

13.3. Hexadecimal Example

Letds solve an example from the book, on page 38,

in hexadecimal.
111010000101010100010111
Our strategy would be to divide it in four bit pattern as shown in the Table 8.

Table8: hexadecimal example

1110 1000 0101 0101 0001 0111

E 8 5 5 1 7

So the hexadecimal notation for:
111010000101010100010111
Is E85517.
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Module 14
14. Storing a Bit
14.1. Main Memory
For the purpose of storing data, a computer contains a large collection of circuits (sucfi@ssiliach
capable of storing a singl e bi tmanniemonsA typical Flir es er v o
flop is shown in the Figure 17

Input

——> Output

Input DC

Figure 17: Flip flop

14.2. Main Memory Organization

V Manageable unit Cells 8 bits
V Household devices have few hundreds of cells
V Large computer may have billions of cells

14.3. Byte Size Organization
In Computer Science, there is no left or right, however, to understand the significance of bits, we represent

most significant bits on left side while least significant bits on the rightagzshown the Figure 18.

High-orderend 0 1 0 1 1 0 1 0 Low-orderend

Most Least
significant significant
bit bit

Figure 18 Byte organization in memory

14.4. Memory Address
To identify individual cells in a Computerds mai

its address.It has been shown in the Figure 19.
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Figure 19: Memory arranged with respect to addresses

14.5. RAM
The cells (represented in Figure 19) can be accessed independently as required. To reflect the ability to
access cells in any order , aandom atpesstmemodysRAMa i n me mo
14.6. DRAM
Dynamic rami Stores bits as tiny electricharge, refreshes many times a second.
14.7. SDRAM

Synchronous DRAMs used in reference to DRAM that applies additional techniques to decrease the time
needed to retrieve the contents from its memory cells.
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Module 15

15. Magnetic Systems

15.1. Mass Storage
Due to the wvolatility and | imited size of a comp
memory devices callethass storage(or secondary storage) systems, including magnetic disks, CDs,
DVDs, magnetic tapes, flash drives, and seligte diskg(all of which we will discuss shortly). The
advantages of mass storage systems over main memory include less volatility, large storage capacities, low
cost, and in many cases, the ability to remove the storage medium from the machine for archival purposes.

15.2. How it works
One typical device has been shown in the Figure 19.

Thin spinning disk with magnetic coating to hold data
Read/Write Heads placed above or below disk

Each head traverses a circle called track.

Normally, eachtrack is divided into equal sector

Sectors have equal number of bits: 512 bytes to few KBs.
Outer tracks contain more information.

<K<K <LKKL

Track divided
into sectors

Read/write head

Arm motion

Disk motion

Figure 20: Disk Storage System

15.3. Zoned-bit recording
V Adjacent tracks form Zones.
V Atypical disk contains 10 zones
V All tracks within a zone have equal number of sectors.

15.4. Seek Time
Time required to move the read/write heads from one track to another.

15.5. Rotation Delay
Average amount of time required for thesited data to rotate around to the read/write head once the head
has been positioned over the desired track.

15.6. Access Time
The sum of seek time and rotation delay
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15.7. Transfer rate
The rate at which data can be transferred to or from the disk.
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Module 16
16. Optical System
Another class of mass storagystemapplies optical technology. An example is tmampact disk (CD).
Digital Versatile Disks (DVDs) and Bluay Disks (BDs) are also popular examples of optical systems.

16.1. Compact Disk
Data storage in terms tfacks has been shown in the Figure 21. The characteristics of a CD are:

12 centimeter in diameter

Consists of reflective material

Information is recorded on them by creating variations in their reflective surfaces.
Data is stored on singletrackspiralfrominside outside

Each track is divided into sectors,

Capacity of a sector is 2KB of data, 1/75 of a second audio music.

Initially applied on audigecording using format CIDA (compact diskdigital audio)
Format is being used even today to store computer data
Single Track

<LK LKL LK KKK LKL LKKL

retrieval is faster in ngnetic systems than optical systems.
Optical System is best suited for long continuous string of data.

<

Data recorded on a single track,
consisting of individual sectors,
that spirals toward the outer edge

Disk motion

Figure 21 Data storage in CD

16.2. DVD (Digital Versatile Disks)
CDs capacity is 600 to 70@B; however, DVD has space in GBs as have multiple ¢embsparent layers,
which can be viewed by precise focused laser. Its shape is like CD.

16.3. BDs (Blue Ray Disks)
BDs use a blueiolet spectrum of light (instead of red), which is able to focus its zsam with very fine
precision. BDs providéve-time capacity than DVDs.

Module 17
17. Flash Drives

17.1. Issues in Magnetic and Optical Systems
V  Physical motion is required
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Moving Read/Write heads
Aiming Laser beams
All this takes lot of time in comparison witdectronic circuitry

. Flash Drive Technology

Bits are stored by sending electronic signals directly to the storage medium where they cause
electrons to be trapped in tiny chambers of silicon dioxide

Chambers are able to store data for years without exieomnadr.

Repeated erasing slowly damages the silicon dioxide chambers

Not suitable in place of Main memory

Suitable where alterations can be controlled like cameras, smart phones, portable devices

Not reliable as optical disks for long term

. SSDs (Solid Stee Disks)

Larger Flash memory devices designed to take place of magnetic disks
Quite operations and low access time
However, costly than magnetic systems

. SDs (Secure Digital Memory Cards)

Provide up to few GBs of storage

Available in smaller, mini, anthicro sizes

SDHC (High Capacity) can provide 32 GBs

SDXC (Extendable Capacity) may exceed to TB.

Compact physical size, suitable for car navigation, cameras etc.
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Module 18
18. Representing Text
This module highlights that how a text is stored with the computer memory.

18.1. Representation as Code

V Each Textual Symbol is represented with a unique bit pattern
V  Normally 8 bits for each character
V AVirtual Universityo
V 18 characters = 18*8 (144) bits or bites
V1Iin 19406s and 19506s many such codes were desi
V American National Standards Institute (ANSI)
V American Standard Code for Information Interchange (ASCII)
18.2. ASCII Codes
V 7 bitsfor information and most significant bit has zero
V 27combinations= 128
V Uppercase, lower case, punctuation marks, digits 0 to 9, line feed, carriage returns, and tabs
V Available at page 577 of your book.

18.3. ASCII code example
Suppose we want to represent fAHell oo, by I ooking
is represented in the Figure 22:

01001000 01100101 01101100 01101100 01101111 00101110

H e | | o

Figure 22 ASCII code example

18.4. Limitation of ASCII codes

V Only 128 characters

V International Organization for Standardizat{®®O) comeup with many extensions to ASCII
V One to support western language symbols.

8

.5. Limitations of ASCII -extensions

V 256 are still insufficient to denote all language symbols

V Document having multiple languages could not be read as it should follow tandarsi
8

.6. Unicode

V Internationalization of codes by manufacturers of hardware and software
V Unique patterns of 21 bits

V Compliance with ASCII

V Supporting thousands of character sets of Chinese, Hebrew, Japanese
8

.7.UTF-8

V Uses 24 to 32 bits having largessibilities for expansion

V 224=16,777,216 unique symbols

V File consisting of long symbols encoded with ASCII or Unicode is called text file.
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Module 19
19. Representing Numeric Values
This module explains how the numeric values can be represented.

19.1. Issues instoring numeric as Unicode
V Inefficient suppose you want to store 12, you would need 16 bits to do that
V 99 could be stored in 16 bits
VvV We will learn 16 bits can store 65,535 numeric values

19.2. Binary Notation
Binary notation is a way of representing numeafues using only the digits 0 and 1 rather than the digits
0, i, 2, 3, 4, 5, 6, 7, 8, and 9. Letds represent

Table9: Threebit representation of Numeric lees

000
001
010
011
100
101
110
111

~N N R WD = O

If we add another bit and takes 4 bits then you can observe in the Table 10, we can represent 16 values
[ranging flom O to 15]

Table10: 4 bits representation of Numeric Values

0 0000 8 1000
1 0001 9 1001
2 0010 10 1010
3 0011 11 1011
4 0100 12 1100
5 0101 13 1101
6 0110 14 1110
7 0111 13 1111

If we closely look into the representation, we can represamir®bers if we have n bits. Therefore, if we
have 16 b, we can represent®2 65536 numeric values.

19.3. Binary Notation Variations
Binary notation has two following representations, we will learn thedetailin the upcoming modules.

V Twobs complement for storing whole numbers
V Floating point notation fofractional numbers
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Module 20
20. Representing Images
In this module, we will learn how images are stored in the memory.

20.1. Pixel

Collection of dots Pixel short for Picture Element.
Appearance of each pixel is encoded to form bit map.
Many display devices, printers work on Pixel concept.

N
N

. Encoding Method: Pixel to Bitmap
In black and white images, each pixel is represented as dine.pit 0 for black and 1 for white
Often used in Facsimile

N
w

. Encoding Method: Handling shades
8 bits are used instead of 1 bit to store the shades of grayness.

N
N

. Encoding Method: Colorful Images
RGB encoding
One byte for Red, one byte for Green, anébyteBluei Three bytes to represent one pixel.

N
(62}

. Brightness Chrominance
One brightness component amgb-color components.
Brightness component= Pixelds |l uminance (sum o
Blue Chrominance and Red Chrominance
Difference between luminance and amount of blue or red.

N
(o2

. Image Scaling
Scaling to a larger sizgeeds more pixels
Digital Zoom

N
~

. Geometric Structures for Image Scaling
Collection of lines and curves
Using Analytical Geometry
Technique: How geometric structures should be displayed rather Pixel reproduction

N
<<<P <<<P << <<<< << <2 << <<<

oo

. Scalable Fonts
TrueType by Microsoft and Apple
PostScript by Adobe
Also popular in Computer Aided Design (CAD)
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Module 21
21. Representing Sound
21.1. Sound Amplitude
It is the extent to which air particles are displaced, andatmiglitude of soundor sound amplitude is
experienced as the loudnessotind

21.2. How to encode the Sound
V Sample the amplitude of sound at regular intervals and record the values as shown in the Figure 23.
V 8000 samples per second for long distance telephone communication

Encoded sound wave

0 15 20 15 20 30
Amplitudes

Figure 23: Encoding the amplitude of the sound

21.3. How Sound data communication takes place
V At one end, it stores amplitude numeric values for edgit thousandf a second
V Transmitted over the network
V Received on other end and soungdrisduced using amplitude.

21.4. Sample Intervals
After how long we should take the sample depends on how accurate and high definition sound recordings
are required.

V 8000 is not enough for high fidelity music recordings

V 44, 100 samples per second are recorded in tod
V Data from each sample is recorded in 16 bits (32 bits for Stereo)

V  32*44100 = million bits/sec

21.5. Alternative Method: MIDI
V Musical Instrument Digital Interface.
V Used in music synthesizers found in elenic keyboards.
V Encode directions for producing music rather than storing music itself.
V 2 seconds sound can be stored in 3 bytes rather than 2 million bits.
V Encoding the "Sheet music" read by performer rather than the performance itself.
V MIDI recordings ould be significantly different when performed on different synthesizer.
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Module 22
22. Binary Notation
Quantity associated with each position is twice the quantity associated with the position to its right.

22.1. Power Method
To understand binary notation first recall decimal numbers we use in our daily life, when we say
375. The representation of 375 in decimal system is available in the Table 11.

Table11: Decimal System representation

Hundreds | Tens Units
10°=100 |10'=10 |10°=1
3 7 5

In each of the position we can use any number from 0 to 9. However, in binary system we can use
only 0 or 1 at each position and from right side it represésd®onwards as illustrated in the
Table 12. Foexample, if we want to represent 32, we will just put 1 in that particular location and
rest are Os.

Table12: Binary System Representation

2’ 2° 2° 2* 23 22 2! 20
128 |64 |32 16 |8 4 2 1
0 0 1 0 0 0 0 0

Similarly, if we want to represent 255, we will put 1 in all locations as:
11111111
If you count (128+64+32+16+8+4+2+1 = 255).

22.2. Algorithm for Finding Binary Representation of a Positive Decimal Number
Remember, algorithm was a set of steps to perfoo@rtain task. To convert a positive decimal
number, the set of steps are shown in the Figure 24.

Step 1. Divide the value by two and record the remainder.

Step 2. As long as the quotient obtained is not zero, continue to divide
the newest quotient by two and record the remainder.

Step 3. Now that a quotient of zero has been obtained, the binary
representation of the original value consists of the remainders
listed from right to left in the order they were recorded.

Figure 24: Algorithm for converting positive decimal to binary number

Letds apply this algorithm, suppose we have the
the working of this algorithm is shown in the Figure 25.
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0 Remainder 1 —
21
T
1 Remainder 1 ——
2)3
T
3 Remainder 0
2)6
T
6 Remainder 1
ZE vy vy l
1 Binary representation
Figure 25: Algorithm working for convertig positive decimal to binary
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Module 23
23. Binary Addition
In this module, you will learn the binary addition.

As we are dealing with two bits while adding them, there could be 4 possibilities, firstly whether both bits
are zero, secondly first bit is one and second is zero, thirdly first bit is zero and second bit is one, fourthly
both are one. All four cases atiebir sum is illustrated in the Figure 26.

Figure 26: Binary Addition basics

We will apply these rules from right to left as we do the addition of decimal numbexs,wehcome

across 10, we will place 0 and takes 1 as a carry. Different examples have been shown in the Figures 27 to
29.

ﬂ
128 64 32 8
i S8
e o o 1 I 0 1 1 27
R o

Figure 27: Example 1 of Binary Addition

-mmmm
128 64
0 0 0] 0] 1 0 1 1 11
0 0 0] (0] 1 0 14
0 0 0] 1 1 0 0 1 25

[y

Figure 28. Example 2 of Binary Addition
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128 64 32 16 8 4 2 1
0 1 0 0 0 0 0 0 64
0 1 0 0 0 0 0 0 o64
1 0 0 0 0 0 0 0 128
Figure 29: Example 3 of Binary Addition
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Module 24
24. Fraction in Binary
24.1. Radix Point
V As we have decimal point
V Digits on left side represent the whole number
V Digits on right side represent the fractional part

24.2. Example of Radix Point
The example has beshownin the Figure 30.

-mm

172 1/4 1/8

1 0 1 1 0 1

Figure 30: Radix point example

How to read the data represented in the Figure 30, consider the Figure 31.

Binary '3 9 1.1 0
pattern{ one-eighth
one-fourth
one-half
one

two

four

L 54 Total

Value Position's
of bit quantity

1
1 1
0 0
T 1s
it 1
0 0
4

®x X X X X X

=

Figure 31 Understanding Fraction represented in Binary

24.3. Addition in fraction
It is same as the addition in decimal systgoy need to align the radix point and perform the addition as
we did in simple binary or decimal system illustrated in the previous modules. For example, 10.011 added
to 100.11 produces 111.001, as shown in the Figure 32.

10.011
+ 100.110
111.001

Figure 32 Binary addition

Page65 of 381

Copyright Virtual University of Pakistan



Introduction to Computing CS101 VU

Module 25
25.20s Compl ement Notation to Store Numbers
The most popular system for r eprtevweednd i ngmg Ind reegretr s
notation.

251.1l nteger Repr eCGomplement i on in 20s

V  Fixed number of bits to represent each value
V' Normally 32 bits are used
V  We will discuss smaller examples for demonstration purpose.
V For +ve integers, starting from zero going upw
V For-ve integrs, starting from all 1's going downwards until a single 1 is reached followed by all
0's.

V Left most bit = sign bit.

Integers are represented in the pattern of three lengths in the Figure 33 and patterns of four lengths have
been represented in the Figure 34.

a. Using patterns of length three b. Using patterns of length four
Bit Value
Blt Value pattern represented
pattern represented {0 }a Ba b 7
0110
011 3 0100 3
010 2 0011 3
0010 2
001 1 0001 q
000 0 211 s
100 -1 1110 -2
110 7 ia i
101 i3 1011 -5
1010 -
100 i) 1001 72
1000 -8
Figure 33: 2's complement| Figure 34: 2's complement
notation for three bits notation for four bits
patterns patterns

25.2. Conversion between positive and negative representations
One trick to convert between positive and negatiyv

1. Start from right most bit.
2. Start copying until first 1 arrives

3. After first 1 is found, complement all numbersi.e0Otoland1to0

For example,yok now t he binary of 7 in 286s compl ement not
the binary form of7, apply the above rule and you will get 1001.

253 Addition in 26s compl ement notation

The beauty of 26s c¢compl e me nnebyusng thed sancermethos oft hat it

addition as we studied earlier, for more understanding carefully look at the Figure 35.
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Problem in Problem in Answer in
base 10 two's complement base 10
0011

T
e piE s

. 1101
. w1
101 — -5

7 0111
e = i
0010 —» 2

Figure 35: Addition in 2's complement notation

25.4. Problem of Overflow

<K<K LKL LKKL

<

Using 4 bits, maximurpositive number 7 can be represented-&noh the negative side.

5+4 =9 which cannot be stored in four bits

Result would be a</.

Can be deducted using sign bit.

Todayds computer have | onger bit pattern nor ma
Maximum positive value = 2,174483,647

If still overflow occurs, we can use even more bits, or changing the units like calculating answer in
Kilometer than meter.

Previously 16 bits were used to store 206s comp
32,768

On fNSept enNB9%d, 1Mo s plit al system mal functioned a
fiJanuary 1, 19000, and thus it produced negat.
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Module 26
26. Excess Notation
This is another method of representing integer values.

26.1. Integer Representations in Exceshblotation
V  Fixed number of bits to represent each value
Write down all bit patterns of the same length
First bit pattern having 1 in the most significant bit is used to represent Zero
Following values used to represent positive numbers and Preceding teahepsesent negative
numbers.
Each value in Excess notation is Excess of its original value in Binary
1011 represent 11 in Binary but here it is representing 3 (excess of 8).
Excess 16 to represent 10000 as Zero
Excess 4 to represent 100 as Zero

<< <K<K <<

Excess8 notation is shown in the Figure 36.

Bit Value

pattern represented
il 7
1110 6
1101 5
1100 4
1011 3
1010 2
1001 1
1000 0
0111 -1
0110 -2
0101 -3
0100 -4
0011 -5
0010 -6
0001 T
0000 i

Figure 36: Excess eight notation

26.2. Excess Four Notation
V Excess 4 to represent 100 as Zero
V Values are Excess of 4 as showtha Figure 37.

Bit Value

pattern represented
111 3
110 2
101 1
100 0
011 -1
010 =2
001 -3
000 -4

Figure 37: Excess Four notation

26.3. Excess Four Notation Comparisons
Letds see the differenBesaolfy, bEksepattternadr@apeses

comparison is shown in the Figure 38.
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(Binary | Decimal _ Excess 4 | 2's Complement _|
111 7 3 =1
110 6 2 2
101 5 1 -3
100 4 0 -4
011 3 =% 3
010 2 2 2
001 1 -3 1
000 0 -4 0

Figure 38: Excess four notation comparisons
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Module 27
27. Floating Point Notation
In contrast to the storage of integers, the storage of a value with a fractional part requires that we store not
only the pattern of Os and 1s representing its binary representation but also the position of the radix point.
A popular way of doing this is based on scientific hotation and is called flgating notation.

27.1. Storing Radix
V  Numbers with fractional part have a radix, so its important to store the position of Radix
V  One popular way is floatingoint notation
V For demonstration purpose we will use examples of 8 bits storage system.

27.2. Storing Fractions
We first designate the higbrder bit of the byte as the sign bit. Once again, a in the sign bit will mean that
the value stored is nonnegative, and a 1 will meanthe value is negative. Next, we divide the remaining
7 bits of the byte into two groups, or fields: #onent fieldand themantissa field Let us designate the
3 bits following the sign bit as the exponent field and the remaining 4 bits as thssadieid. Figure 39
illustrates how the byte is divided. We can explain the meaning of the fields by considering the following
example. Suppose a byte consists of the bit pattern 01101011. Analyzing this pattern with the preceding
format, we see that treégn bit is 0, the exponent is 110, and the mantissa is 1011. To decode the byte, we
first extract the mantissa and place a radix point on its left side, obtaining

1011

}Bit positions

Mantissa
Exponent

Sign bit

Figure 39 Floating-point notation components

Next, we extract the contents of the exponent field (110) and interpret it as an integer stored usdiitg the 3
excess method (see again Figure 39). Thus the pattern in the exponemt diefdekample represents a
positive 2. This tells us to move the radix in our solution to the right by 2 bits. (A negative exponent would
mean to move the radix to the left.) Consequently, we obtain:

10.11

Which is the binary Ithepepressnation a hinarg fractibne from Eigute4.18.) ( Re c ¢
Next, we note that the sign bit in our example is 0; the value represented is thus nonnegative. We conclude
that the byte 01101011 represents 2 3egbeforélexabptt he p:

for the sign bit), the value represented would h
00111100. We extract the mantissa to obtain
.1100

and move the radix 1 bit to the left, since the exponent field (011) representsutnelvaVe therefore
have

.01100

Pager0of 381

Copyright Virtual University of Pakistan



Introduction to Computing CS101 VU

Which represents 3/8. Since the sign bit in the original pattern is O, the value stored is nonnegative. We

conclude that the pattern 001111 6e0intnoatjon, eere/erde s

thepecedi ng process. For example, to encode 11u8,

Next, we copy the bit pattern into the mantissa field from left to right, starting with the leftmost 1 in the
binary representation. At this point, thg® looks like this:

[-[-1-[-[1]o]0]1]

We must now fill in the exponent field. To this end, we imagine the contents of the mantissa field with a
radix point at its left and determine the number of bits and the direction the radix must be moved to obtain
the original binary number. In our example, we see that the radix in .1001 must be moved 1 bit to the right

30u8.

f

to obtain 1.001. The exponent should therefore be a positive one, so we place 101 (which is positive one in

excess four notation as shown in Figdr83) in the exponent field. Finally, we fill the sign bit with 0
because the value being stored is nonnegative. The finished byte looks like this:

01011001

There is a subtle point you may have missed when filling in the mantissa field. Thetout®jig/ the bit
pattern appearing in the binary representation from left to right, starting with the leftmost 1. To clarify,
consider the process of storing the value 3u08,
be

[-[-1-[-]1]2]0]0]

It will not be

[-[-]-[-]oJ1]1]0]

This is because we fill in the mantissa field starting with the leftmost 1 that appears in the binary

representation. Representations that conform to this rule
are said to be inormalized form.

Using normalized forneliminates the possibility of multiple representations for the same value. For

wh

exampl e, both 00111100 and 01000110 would decode

normalized form. Complying with normalized form also means that the repésarfor all nonzero values
will

have a mantissa that starts with 1. The value zero, however, is a special case; itgpibdattirggpresentation
is a bit pattern of all Os.

Module 28
28. Truncation Errors in Floating Point Notation
Let us consider thannoying problem that occurs if we try to store the valu&h our onebyte floating
point system. We first write®2ifi binary, which gives us 10.101. But when we copy this into the mantissa
field, we run out of r oom, and the rightmost 1
this
problem for now and continue by filling in the exponent fieid ¢he sign bit, we end up with the bit pattern
01101010, which represents“#stead of 2" ¥hat has occurred is calledrancation error, or round-
off errord meaning that part of
the value being stored is lost because the mantissa field is noetaoggh.
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25/5 Original representation

4

10.101 Basetwo representation

4

10101 Rawbitpattern

Lost bit
Mantissa

Exponent

Sign bit

Figure 40. Encoding the value®2' 8

28.1. Primitive Methods for Handling Truncation Errors
The significance of such errors can be reducedding a longer mantissa field. In fact, most computers
manufactured today use at least 32 bits for storing values in flgating notation instead of the 8 bits we
have used here. This also allows for a longer exponent field at the same time. Evdresdgtionger
formats, however, there are still times when more accuracy is required. Another source of truncation errors
is a phenomenon that you are already accustomed to in base 10 notation: the problem of nonterminating

expansions, such as those foumdhen trying to express 1u3d3 in deci
accurately expressed regardless of how many digits we use. The difference between our traditional base 10
notation and binary notation is that more values

have nonterminating representatiansbinary than in decimal notation. For example, the value 1/10 is
nonterminating when expressed in binary. Imagine the problems this might cause the unwary person using
floating-point notation to store and manipulate dollars and cents. In particulae, dfollar is used as the

unit of measure, the value of a dime could not be stored accurately. A solution in this case is to manipulate
the data in units of pennies so that all values are integers that can be accurately stored using a method such

as tcaonplemsent.

28.2. Intelligent Processing for Handling Truncation Errors
Lets suppose we want to store

\Y,

V 2% +1/8+1/8

V If we add Zto 1/8 we ends up witt?@ which is 10.101 which cannot be stored in 4 bit mantissa.
V  The result 10.10 would bé&*2his means the 1/8 is truncated

In this situation, the following can be done:

V Lets add first 1/8 to 1/8 which is ¥ or .01, can be stored and result would be 00111000

V Now add this to 2 now we got 2 = 01101011 which is accurate.

V Order is important, addinsmall quantities together first might give significant quantity to be added to
large quantity.
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Module 29
29. Data Compression: Generic Techniques
Data compression schemes fall into two categories. Somesatesspthers ardossy.Lossless schemes
arethose that do not lose information in the compression process. Lossy schemes are those that may lead
to the loss of information. Lossy techniques often provide more compression than lossless ones and are
therefore popular in settings in which minor errcas be tolerated, as in the case of images and audio.

In cases where the data being compressed consist of long sequences of the same value, the compression
technique calledun-length encoding,which is a lossless method, is popular. It is the processpt#cing
sequences of identical data elements with a code indicating the element that is repeated and the number of
times it occurs in the sequence. For example, less space is required to indicate that a bit pattern consists of
253 ones, followed by 11&wos, followed by 87 ones than to actually list all 458 bits.

Another lossless data compression technique is frequency-dependent
encoding,a system in which the length of the bit pattern used to represent a data item is inversely related

to the frequencyfo t he it embés use. S u ¢ hlengtlo abdes, meaming that teensnp | e s
are represented by patterns of different lengths. David Huffman is credited with discovering an algorithm
that is commonly used for developing frequedependent codesnd it is common practice to refer to

codes developed in this mannertadgfman codes.In turn, most frequenegependent codes in use today

are Huffman codes.

As an example of frequengependent encoding, consider the task of encoded English langxadea te

the English language the letterst, a,and | are used more frequently than the lezeggandx. So, when
constructing a code for text in the English language, space can be saved by using short bit patterns to
represent the former letters alodiger bit patterns to represent the latter ones. The result would be a code

in which English text would have shorter representations than would be obtained with daiigtim

codes.

In some cases, the stream of data to be compressed consists of ahitsf, which differs only slightly

from the preceding one. An example would be consecutive frames of a motion picture. In these cases,
technigues usingelative encoding,also known aglifferential encoding, are helpful. These techniques
record the differeces between consecutive data units rather than entire units; that is, each unit is encoded
in terms of its relationship to the previous unit. Relative encoding can be implemented in either lossless or
lossy form depending on whether the differences betwensecutive data units are encoded precisely or
approximated.

Still other popular compression systems are basediaionary encoding techniques. Here the term
dictionary refers to a collection of building blocks from which the message being compressed i
constructed, and the message itself is encoded as a sequence of references to the dictionary. We normally
think of dictionary encoding systems as lossless systems, but as we will see in our discussion of image
compression, there are times when the entrighe dictionary are only approximations of the correct data
elements, resulting in a lossy compression system.

Dictionary encoding can be used by word processors to compress text documents because the dictionaries
already contained in these processfuisthe purpose of spell checking make excellent compression
dictionaries. In particular, an entire word can be encoded as a single reference to this dictionary rather than
as a sequence of individual characters encoded using a system such as
UTF-8. A typical dictionary in a word processor contains approximately 25,000 entries, which means an
individual entry can be identified by an integer in the range of 0 to 24,999. This means that a particular
entry in the dictionary can be identified by a pattern ¢f @b bits. In contrast, if the word being referenced
consisted of six letters, its charaebgrcharacter encoding would require 48 bits using 8TF
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A variation of dictionary encoding is adaptive dictionary encoding (also

known as dynamic dictionary erdiag). In an adaptive dictionary encoding system, the dictionary is
allowed to change during the encoding process. A popular examplempel-Ziv-Welsh (LZW)
encoding(named after its creators, Abraham Lempel, Jacob Ziv, and Terry Welsh). To encodagemess
using LZW, one starts with a dictionary containing the basic building blocks from which the message is
constructed, but as larger units are found in the message, they are added to the dictieaainyg that

future occurrences of those units can be coded as

single, rather than multiple, dictionary references. For example, when encoding English text, one could
start with a dictionary containing individual characters, digits, and punctuation marks. But as words in the
message are identified, they colld added to the dictionary. Thus, the dictionary would grow as the
message is encoded, and as the dictionary grows, more words (or recurring patterns of words) in the
message could be encoded as single references to the dictionary.

The result would be a@ssage encoded in terms of a rather large dictionary that is unique to that particular
message. But this large dictionary would not have to be present to decode the message. Only the original
small dictionary would be needed. Indeed, the decoding prooekshegin with the same small dictionary

with which the encoding process started. Then, as the decoding process continues, it would encounter the
same units found during the encoding process, and thus be able to add them to the dictionary for future
reference just as in the encoding process.

To clarify, consider applying LZW encoding to the message

XYX XyX XYX XyX

starting with a dictionary with three entries, the first beirthe second being y, and the third being a space.
We would begin by encoding/xas 121, meaning that the message starts with the pattern consisting of the
first dictionary entry, followed by the second, followed by the first. Then the space is encoded to produce
1213. But, having reached a space, we know that the precedingdatdhgracters forms a word, and so

we add the patterxyxto the dictionary as the fourth entry. Continuing in this manner, the entire message
would be encoded as 121343434.

If we were now asked to decode this message, starting with the original thsedieitnary, we would

begin by decoding the initial string 12133 followed by a space. At this point we would recognize that

the stringkyxforms a word and add it to the dictionary as the fourth entry, just as we did during the encoding
process. Wavould then continue decoding the message by recognizing that the 4 in the message refers to
this new fourth entry and decode it as the wond producing the pattern

XyX XyX

Continuing in this manner we would ultimately decode the string 121343434 as
XYX XYX XYX XyX

Which is the original message.
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Module 30
30. Data Compression: Compressing Images
Numerous compression schemes have been developed specifically for image representations. One system
known as GIF (short for Graphic Interchange Formatggndo nounced AGi ff 0 by s ome
is a dictionary encoding system that was developed by CompuServe. It approaches the compression
problem by reducing the number of colors that can be assigned to a pixel to only 256 .-giteerbdlie
combindion for each of these colors is encoded using three bytes, and these 256 encodings are stored in a
table (a dictionary) called the palette. Each pixel in an image can then be represented by a single byte whose
value indicates which of the 256 paletteentrs r epr esents the pixelds colo
contain any one of 256 different bit patterns.) Note that GIF is a lossy compression system when applied to
arbitrary images because the colors in the palette may not be identical to tkerctiie original image.

GIF can obtain additional compression by extending this simple dictionary system to an adaptive dictionary
system using LZW techniques. In particular, as patterns of pixels are encountered during the encoding
process, they are agld to the dictionary so that future occurrences of these patterns can be encoded more
efficiently. Thus, the final dictionary consists of the original palette and a collection of pixel patterns.

One of the colors in a GIF palette is normally assignedithel ue HAd¢ mta,n® pwhi ch means
background is allowed to show through each region
relative simplicity of the GIF system, makes GIF a logical choice in simple animation applications in which
multiple images must move around on a computer screen. On the other hand, its ability to encode only 256
colors renders it unsuitable for applications in which higher precision is required, as in the field of
photography.

Another popular compression systdor images iSJIPEG ( pr onounpedonJAYt is a
developed by thdoint Photographic Experts Group( hence t he st andardébés name)
proved to be an effective stadard for compressing color photographs and is widely used in the
photography industry, as witnessed by the fact that most digital cameras use JPEG as their default
compression technique.

The JPEG standard actually encompasses several methods of image compression, each with its own goals.

In those situations thatreqair t he ut most in precision, JPEG provi
lossless mode does not produce high levels of compression when compared to other JPEG options.
Mor eover, other JPEG options have pr omodersrare/yr y suc
used. |l nst ead, the option known as JPEG6s baseline
has become the standard of choice in many applications.

Image compression using the JPEG baseline standard requires a sequence sdratejos,which are
designed to take advantage of a human eyebs | imit
changes in brightness than to changes in color. So, starting from an image that is encoded in terms of
luminance and chrominanceraponents, the first step is to average the chrominance values ou®y-two

two-pixel squares. This reduces the size of the chrominance information by a factor of four while preserving

all the original brightness information. The result is a significantesiegf compression without a noticeable

loss of image quality.

The next step is to divide the image into eigipteightpixel blocks and to compress the information in

each block as a unit. This is done by applying a mathematical technique known asréte dissine
transform, whose details need not concern us here. The important point is that this transformation converts
the original eightoy-eight block into another block whose entries reflect how the pixels in the original
block relate to each otherther than the actual pixel values. Within this new block, values below a
predetermined threshold are then replaced by zeros, reflecting the fact that the changes represented by these
values are too subtle to be detected by the human eye. For exampéepifdinal block contained a
checkerboard pattern, the new block might reflect a uniform average color. (A typicabeigightpixel
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block would represent a very small square within the image so the human eye would not identify the
checkerboard appeam@anyway.)

At this point, more traditional rulength encoding, relative encoding, and varidetegth encoding
techniques are applied to obtain additional compr
compresses color images by a factortdeast 10, and often by as much as 30, without noticeable loss of

quality.

Still another data compression system associated with imagdshs (short for Tagged Image File
Format). However, the most popular use of TIFF is not as a means of data caompiegsinstead as a
standardized format for storing photographs along with related information such as date, time, and camera
set tings. In this context, the image itself is normally stored as red, green, and blue pixel components
without compression.

The TIFF collection of standards does include data compression techniques, most of which are designed
for compressing images of text documents in facsimile applications. These use variationtengttun
encoding to take advantage of the fact that text mhecus consist of long strings of white pixels. The color
image compression option included in the TIFF standards is based on techniques similar to those used by
GIF and are therefore not widely used in the photography community.
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Module 31
31. Data Compression: Compressing Audio and Videos

The most commonly used standards for encoding and compressing audio and video were developed by the
Motion Picture Experts Group (MPEG) under the leadership of ISO. In turn, these standards themselves
are calledVIPEG.

MPEG encompasses a variety of standards for different applications. For example, the demands for high
definition television (HDTV) broadcast are distinct from those for video conferencing, in which the
broadcast signal must find its way over a vgregtcommunication paths that may have limited capabilities.

Both of these applications differ from that of storing video in such a manner that sections can be replayed
or skipped over.

The techniques employed by MPEG are well beyond the scope of thisbtexin general, video
compression techniques are based on video being constructed as a sequence of pictures in much the same
way that motion pictures are recorded on film. To compress such sequences, only some of the pictures,
called Hrames, are encodeén their entirety. The pictures between tHeaimes are encoded using relative
encoding techniques. That is, rather than encode the entire picture, only its distinctions from the prior image
are recorded. Theffames themselves are usually compressigu techniques similar to JPEG.

Thebestknownsystem for compressing audidWs3, which was developed within the MPEG standards.

In fact, the acronym MP3 is short for MPEG layer 3. Among other compression techniques, MP3 takes
advantage of the propertiefthe human ear, removing those details that the human earatgrerceive.

One such property, callddmporal masking, is that for a short period after a loud sound, the human ear
cannot detect softer sounds that would otherwise be audible. Anaihed,fequency masking,is that a

sound at one frequency tends to mask softer sounds at nearby frequencies. By taking advantage of such
characteristics, MP3 can be used to obtain significant compression of audio while maintaining near CD
guality sound.

Us ng MPEG and MP3 compression techniqgues, vi deo ¢
worth of video within 128MB of storage, and portable music players can store as many as 400 popular
songs in a single GB. But, in contrast to the goals of cossfmne in other settings, the goal of compressing

audio and video is not necessarily to save storage space. Just as important is the goal of obtaining encodings
that allow information to be transmitt edetimalyer t od:
presentation. If each video frame required a MB of storage and the frames had to be transmitted over a
communication path that could relay only one KB per second, there would be no hope of successful video
conferencing. Thus, in addition to theajty of reproduction allowed, audio and video compression

systems are often judged by the transmission speeds required for timely data communication. These speeds
are normally measured inits per second (bps).Common units includ&bps (kilo-bps, equato one

thousand bpsMbps (megabps, equal to one million bps), a@ips (gigabps, equal to one billion bps).

Using MPEG techniques, video presentations can be successfully relayed over communication paths that
provide transfer rates of 40 Mbps. MP3 melings generally require transfer rates of no more than 64 Kbps.
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Module 32
32. Data Manipulation: CPU Basic

A CPU consists of three parts (Figure 41): #nghmetic/logic unit, which contains the circuitry that

performs operations on data (such as addition and subtractionypmii®!| unit, which contains the
circuitry for coor di nat ireggterturiteavhichaonthins datatswrage cetisi vi t i
(similar tomain memory cells), callegkgisters,that are used for temporary storage of information within

the CPU.

Some of the registers within the register unit are considgreeralpurpose registerswhereas others are
speciatpurpose registers.For now, we areoncerned only with the general purpose registers.

Central processing unit Main memory

Registers

Arithmetic/logic
unit

Control
unit

aan- - - 0o

Figure 41. CPU and main memory connected via a bus

General-purpose registers serve as temporary holding places for datanbeipulated by the CPU. These
registers hold the inputs to the arithmetic/logi
produced by that unit. To per- form an operation on data stored in main memory, the control unit transfers

the data fom memory into the general purpose registers, informs the arithmetic/ logic unit which registers

hold the data, activates the appropriate circuitry within the arithmetic/logic unit, and tells the
arithmetic/logic unit which register should receive the ltesu

For the purpose of transferring bit patterns, a
collection of wires called bus (see again Figure 41). Through this bus, the CPU extracts (reads) data from
main memory by supplying the address of theipent memory cell along with an electronic signal telling

the memory circuitry that it is supposed to retrieve the data in the indicated cell. In a similar manner, the
CPU places (writes) data in memory by providing the address of the destinationdceieasiata to be

stored together with the appropriate electronic signal telling main memory that it is supposed to store the
data being sent to it.

Based on this design, the task of adding two values stored in main memory involves more than the mere
executon of the addition operation. The data must be transferred from main memory to registers within the
CPU, the values must be added with the result being placed in a register, and the result must then be stored
in a memory cell. The entire process is sunipedl by the five steps listed in Figure 42.
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IAdding values stored in memory I

Step 1.

Step 2.

Step 3.

Step 4.
Step 5.

Get one of the values to be
added from memory and
place it in a register.

Get the other value to be
added from memory and
place it in another register.

Activate the addition circuitry
with the registers used in
Steps 1 and 2 as inputs and
another register designated
to hold the result.

Store the result in memory.

Stop.

Figure 42 Adding values stored in memory
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Module 33
33. Data Manipulation: Stored Program

Early computers were not known ftreir flexibilityd the steps that each device executed were built into

the control unit as a part of the machine. To gain more flexibility, some of the early electronic computers
were designed so that the CPU could be conveniently rewired. This flexitml&wccomplished by means

of a pegboard arrangement similar to old telephone switchboards in which the ends of jumper wires were
plugged into holes.

A breakthrough (credited, apparently incorrectly, to John von Neumann) came with the realization that a
program, just like data, can be encoded and stored in main memory. If the control unit is designed to extract

the program from memory, decode the instructions, and execute them, the program that the machine follows
can be changed merely by changingthegotites of t he computer 6s memory in

The idea of storing a comput er &Gteredprogragircaneeptand it s m
has become the standard approach used dodaystandard, in fact, that it seems obvious. Wiede it

difficult originally was that everyone thought of programs and data as different entities: Data were stored

in memory; programs were part of the CPU. The result was a prime example of not seeing the forest for

the trees. It is easy to be cauglim such ruts, and the development of computer science might still be in

many of them today without our knowing it. Indeed, part of the excitement of the science is that new insights

are constantly opening doors to new theories and applications.
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Module 34
34. Data Manipulation: CPU Architecture Philosophies
To apply the stored program concept, CPUs are designed to recognize instructions encoded as bit patterns.
This collection of instructions along with the encoding system is called the machine language. An
instruction expressed in this language is called a machine level instruction or, more commonly, a machine
instruction.

The list of machine instructions that a typical CPU must be able to decode and execute is quite short. In
fact, once a machine can perfocertain elementary but walhosen tasks, adding more features does not
increase the machinebds theoretical capabilities.
may increase such things as c¢ ofundamentatcamallitiesut add n

The degree to which machine designs should take advantage of this fact has led to two philosophies of CPU
architecture. One is that a CPU should be designed to execute a minimal set of machine instructions. This
approach leads tohat is called a reduced instruction set computer (RISC). The argument in favor of RISC
architecture is that such a machine is efficient, fast, and less expensive to manufacture. On the other hand,
others argue in favor of CPUs with the ability to exe@ularge number of complex instructions, even

though many of them are technically redundant. The result of this approach is known as a complex
instruction set computer (CISC). The argument in favor of CISC architecture is that the more complex CPU
can bettecope with theeverincreasingg o mp |l exi ti es of todayés software.
a powerful rich set of instructions, many of which would require a multi-instruction sequence in a RISC
design. In the 1990s and into the millennium, commercially available CISC and RiS€sgors were

actively competing for dominance in desktop computing. Intel processors, used in PCs, are examples of
CISC architecture; PowerPC processors (developed by an alliance between Apple, IBM, and Motorola) are
examples of RISC architecture and warged in the Apple Macintosh. As time progressed, the
manufacturing cost of Cl SC was drastically reduc
AMD@& Advanced Micro Devices, Inc.) are now found in virtually all desktop and laptop computers (even
Apple is now building computers based on Intel products).

While CISC secured its place in desktop computers, it has an insatiable thirst for electrical power. In
contrast, the company Advanced RISC Machine (ARM) has designed a RISC architecture spédoificall

low power consumption. (Advanced RISC Machine was originally Acorn Computers and is now ARM
Holdings.) Thus, ARM based processors, manufactured by a host of vendors including Qualcomm and
Texas Instruments, are readily found in game controllerstatigiiVs, navigation systems, automotive
modules, cellular telephones, smartphones, and other consumer electronics.
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Module 35
35. Data Manipulation: Machine Instruction Categories
Regardless of the choice bet ween bdRht&@ized mtdthreel S C,
groupings: (1) the data transfer group, (2) the arithmetic/logic group, and (3) the control group.

35.1. Data Transfer Group
The data transfer group consists of instructions that request the movement of data from one location to
another. Steps 1, 2, and 4 in Figure 42 fall into this category. We should note that using terms such as
transfer or move to identify this group of ingttions is actually a misnomer. It is rare that the data being
transferred is erased from its original location. The process involved in a transfer instruction is more like
copying the data rather than movingrihus,terms such asopy,or clone bettedescribe the actions of this
group of instructions. While on the subject of terminology, we should mention that special terms are used
when referring to the transfer of data between the CPU and main memory. A request geridral
purposeregister withthe contents of a memory cell is commonly referred to as a LOAD instruction;
conversely, a request to transfer the contents of a register to a memory cell is called a STORE instruction.
In Figure 2.2, Steps 1 and 2 are LOAD instructions, and Step 4TI©RIS instruction.

An important group of instructions within the data transfer category consists of the commands for
communicating with devices outside the CPU main memory context (printers, keyboards, display screens,
disk drives, etc.). Since these ingttians handle the input/output (I/O) activities of the machine, they are
calledl/O instructions and are sometimes considered as a category in their own right.

35.2. Arithmetic/Logic Group
The arithmetic/logic group consists of the instructions that teltonérol unit to request an activity within
the arithmetic/logic unit. Step 3 in Figure 42 falls into this group. As its name suggests, the arithmetic/logic
unit is capable of performing operations other than the basic arithmetic operations.

35.3. Control Group
The control group consists of those instructions that direct the execution of the program rather than the
manipulation of data. Step 5 in Figure 42 falls into this category,
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Module 36
36. Data Manipulation: Program Execution

V Machine Instruction is fetched from main memory to CPU as illustrated in the Figure 43.
V Each instruction is decoded and obeyed.

V The order is as the instructions are stored in memory otherwise specified by a JUMP.

Central processing unit Main memory
' Address Cells
Registers
o Program counter 00
_, m e
| 02 =)
2 Instruction register
. : 03
[JF F-F =

Figure 43: CPU and Main memory linkage using Bus
Special Purpose Registers
V Instruction Register: Holding instruction being executed now.
Program Counter: contains the address of next instruction to be executed.

Machine cycle is shown in the Figure 44.

1. Retrieve the next
instruction from
memory (as indicated
by the program
counter) and then
increment the
program counter.

2. Decode the bit pattern
in the instruction register.

3. Perform the action
required by the
instruction in the
instruction register.

Figure 44: Machine Cycle
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Module 37

37. Data Manipulation: Program Execution Example

In your book an example of machine instructions with their meanings are available in Appendix C at page

581.1 e tistisss it.

L e texesute a program that reads two numbers from memory, adds them and store in the memory. The

instructions for such an activity can be seen in the Figure 45.

Encoded

instructions

Translation

156C

166D

5056

306E

Ccooo

Load register 5 with the bit pattern
found in the memory cell at
address 6C.

Load register 6 with the bit pattern
found in the memory cell at
address 6D.

Add the contents of register 5 and
6 as though they were two's
complement representation and
leave the result in register 0.

Store the contents of register 0
in the memory cell at address 6E.

Halt.

Figure 45. Machine Irstructions for adding two numbers

When this instruction will be loaded in the memory. The snapshot of the main memory is shown in the

Figure 46.
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Program counter contains
address of first instructions.

CPU Main memory

Address Cells
Registers

0 3 Program counter A0 15 1
Bus Al 6C
1L - - = A2 16 Program is
A3 oD slo;ed in
main memory
2 O Ad 50 beginning at
y Y address AO.
AS 56
Instruction register A6 30
(G AT [EE
A8 0
F -
A9 00

Figure 46: Machine instructions loaded in the main memory

The CPU begins the fetch step of the machine cycle by extracting the instruction stored in
main memory at location A0 and placing this instruction (156C) in its instruction register.
Notice that, in our machine, instructions are 16 bits (two bytes) long. Thus, the entire
instruction to be fetched occupies the memory cells at both address A0 and A1l. The CPU
is designed to take this into account, so it retrieves the contents of both cells and places
the bit patterns received in the instruction register, which is 16 bits long. The CPU then
adds two to the program counter so that this register contains the address of the next
instruction. At the end of the fetch step of the first machine cycle, the program counter
and instruction register contain the following data:

Program Counter: A2
Instruction Register: 156C

Next, the CPU analyzes the instruction in its instruction register and concludesghatlitad register 5
with the contents of the memory cell at address 6C. This load activity is performed during the execution
step of the machine cycle, and the CPU then begins the next cycle.

This cycle begins by fetching the instruction 166D from the tmemory cells starting at address A2. The
CPU places this instruction in the instruction register and increments the program counter to A4. The values
in the program counter and instruction register therefore become the following:

Program Counter: A4
Instruction Register: 166D

Now the CPU decodes the instruction 166D and determines that it is to load register 6 with the contents of
memory address 6D. It then executes the instruction. It is at this time that register 6 is actually loaded.

Since the pra@m counter now contains A4, the CPU extracts the next instruction starting at this address.

The result is that 5056 is placed in the instruction register, and the program counter is incremented to A6.
The CPU now decodes the contents of its instructignires t e r and executes it by
complement addition circuitry with inputs being registers 5 and 6.
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During this execution step, the arithmetic/logic unit performs the requested addition, leaves the result in
register O (as requested by theatrol unit), and reports to the control unit that it has finished. The CPU
then begins another machine cycle. Once again, with the aid of the program counter, it fetches the next
instruction (306E) from the two memory cells starting at memory locatiomédérerements the program
counter to A8. This instruction is then decoded and executed. At this point, the sum is placed in memory
location 6E.

The next instruction is fetched starting from memory location A8, and the program counter is incremented
to AA. The contents of the instruction register (CO00) are now decoded as the halt instruction.
Consequently, the machine stops during the execute step of the machine cycle, and the program is
completed.
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Module 38
38. Data Manipulation: Logic Operators

Bitwise operationsthat combine two strings of bits to produce a single output string by applying the basic
operation to individual columns. For example, the result of ANDing the patterns 10011010 and 11001001
results in

10011010
AND 11001001
10001000

where we have merely written the result of ANDing the two bits in each column at the bottom of the column.
Likewise, ORing and XORing these patterns would produce

10011010 10011010
OR 11001001 XOR 11001001
11011011 01010011

One of the major uses of the AND operation is for placing Os in one part of a bit pattern while not disturbing
the other part. There are many applications for this in practice, such as filtering certaiowtodbes digital

image represented in the RGB format, as described in the previous chapter. Consider, for example, what
happens if the byte 00001111 is the first operand of an AND operation without knowing the contents of the
second operand, we still caorclude that the four most significant bits of the result will be Os. Moreover,

the four least significant bits of the result will be a copy of that part of the second operand, as shown in the
following example:

00001111
AND 10101010
00001010

This use of the AND operation is an example of the process callslling. Here one operand, called a
mask, determines which part of the other operand will affect the result. In the case of the AND operation,
masking produces agelt that is a partial replica of one of the operands, with 0s occupying the non
duplicated positions. One trivial use of the AND operation in this context would be to mask off all of the
bits associated with the red component of the pixels in an imagégndeonly the blue and green
components. This transformation is frequently available as an option in image manipulation software.

AND operations are useful when manipulating other typdstaohap

besides images, whenever a string of bits is used in velich bit represents the presence or absence of a
particular object. As a non-graphical example, a string of 52 bits, in which each bit is associated with a
particular playing card, can be used to represent a poker hand by assigning 1s to thoseafiseditted

with the cards in the hand and Os to all the others. Likewise, a bit map of 52 bits, of which thirteen are 1s,
can be used to represent a hand of bridge, or a bit map of 32 bits can be used to represent which of thirty-two
ice cream flavors aravailable.

Suppose, then, that the eight bits in a memory cell are being used as a bit map, and we want to find out
whether the object associated with the third bit from the high-order end is present. We merely need to AND
the entire byte with the mask Q@000, which produces a byte of all Os if and only if the third bit from the
high-order end of the bit map is itself 0. A program can then act accordingly by following the AND
operation with a conditional branch instruction. Moreover, if the third bit trentigh-order end of the bit
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map is a 1, and we want to change it to a O without disturbing the other bits, we can AND the bit map with
the mask 11011111 and then store the result in place of the original bit map.

Where the AND operation can be useddtgplicate a part of a bit string while placing 0s in the-non
duplicated part, the OR operation can be used to duplicate a part of a string while putting 1s in the non
duplicated part. For this we again use a mask, but this time we indicate the bit pdsiti@nduplicated

with Os and use 1s to indicate the rouplicated positions. For example, ORing any byte with 11110000
produces a result with 1s in its most significant four bits while its remaining bits are a copy of the least
significant four bits othe other operand, as demonstrated by the following example:

11110000
OR 10101010
11111010
Consequently, whereas the mask 11011111 can be used with the AND operation to force a 0 in the third bit

from the high-ordeend of a byte, the mask 00100000 can be used with the OR operation to force a 1 in
that position.

A major use of the XOR operation is in forming the complement of a bit string. XORing any byte with a
mask of all 1s produces the complement of the bytee¥ample, note the relationship between the second
operand and the result in the following example:

11111111
XOR 10101010
01010101

The XOR operation can be used to invert all of the bits of an RGB bitmap imagenrgsulti n an @i nv el
color image in which light colors have been replaced by dark colors, and vice versa.
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Module 39
39. Data Manipulation: Rotation and Shift
The operations in the class of rotation and shift operations provide a means for moving bits neigister
and are often used in solving alignment problems. These operations are classified by the direction of motion
(right or left) and whether the process is circular. Within these classification guidelines are numerous
variations with mixed terminolyy. Let us take a quick look at the ideas involved.

Consider a register containing a byte of bits. If we shift its contents one bit to the right, we imagine the
rightmost bit falling off the edge and a hole appearing at the leftmost end. What happehswittra bit

and the hole is the distinguishing feature among the various shift operations. One technique is to place the
bit that fell off the right end in the hole at the left end. The resultiscalar shift, also called aotation.

Thus, if weperform a right circular shift on a byte size bit pattern eight times, we obtain the same bit pattern
we started with.

Another technique is to discard the bit that falls off the edge and always fill the hole with a 0. The term
logical shift is often usedd refer to these operations. Such shifts to the left can be used for multiplying

t wobs compl ement representations by two. Af t er
multiplication by two, just as a similar shift of decimal digits corresjsoto multiplication by ten.
Moreover, division by two can be accomplished by shifting the binary string to the right. In either shift,
care must be taken to preserve the sign bit when using certain notational systems. Thus, we often find right
shifts tha always fill the hole (which occurs at the sign bit position) with its original value. Shifts that leave
the sign bit unchanged are sometimes callitimetic shifts.
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Module 40
40. Data Manipulation: Arithmetic Operators
Subtraction can be simulated by addi-bwooldbedfhnd nega
(-5) which means the binary of 7 will be added to binarnbads demonstrated in the Figure 47.

Problem in Problem in Answer ir
base 10 two's complement base 10
3 0011
£ + 0010

0101 i 5

—>
i3 1101
R ey R
-»

1011 - -5

0111
+ 1011
0010 — 2

Figure 47: Arithmetic Operations Examples

Multiplication

V Multiplication is repetitive addition

V  Forexample8 multiplied by 3, we will add 8 three times
Division

V Can be achieved through subtraction

V Some small CPUs are designed to have just add, or just add and subtract t do all arithmetic

operations.
Remember
VIf its stores as 2frwardcompl ement , it is straigh

V If it save in floating point notation, then you know you need to use mantissa, exponent and sign
bit.

Although both aradditions,but both have different workout.
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Module 41
41. Data Manipulation: Role of Controller

Communication between a computer and other devices is normally handled through an intermediary
apparatus known ascantroller. In the case of a personal computer, a controller may consist of circuitry

per manently mounted on the computerds motherboard
board that plugs into a slot on the motherboard. In either case, the @eontanlinects via cables to

peripheral devices within the computer case or perhaps to a connector, qaledan the back of the

computer where external devices can be attached. These controllers are sometimes small computers
themselves, each with its owmemory circuitry and simple CPU that performs a program directing the
activities of the controller.

A controller translates messages and data back and forth between forms compatible with the internal
characteristics of the computer and those of the perg device to which it is attached. Originally, each
controller was designed for a particular type of device; thus, purchasing a new peripheral device often
required the purchase of a new controller as well.

Recently, steps have been taken within thesqesl computer arena to develop standards, such as the
universal serial bus (USB)and FireWire, by which a single controller is able to handle a variety of
devices. For example, a single USB controller can be used as the interface between a compuwer and an
collection of USB-compatible devices. The list of devices on the market today that can communicate with

a USB controller includes mice, printers, scanners, mass storage devices, digital cameras, and smartphones.

Each controller communicates with the cartgy itself by means of connections to the same bus that
connects the computerds CPU and main memory (Figu
signals being sent between the CPU and main memory as well as to inject its own signalsbarsto the

CD drive Modem
Controller Controller
Controller Controller
Monitor Disk drive
Figure48 Contr ol l ers attached to a machin

With this arrangement, the CPU is able to communicate with the controllers attached to the bus in the same
manner that it communicates with main memory. To send a bit pattern to a controller, the bit pattern is first
constructed i n genespurposemrdisters. Teen aMbliuction similar to a STORE
instruction is executed by the CPU to Astoreod the
pattern from a controller, an instruction similar to a LOAD instruction is used.
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Module 42
42. Data Manipulation: Direct Memory Access and Handshaking
Since a controller is attached to a computerds bus
during those nanoseconds in which the CPU is not using the bus. This ability of deraitaccess main
memory is known aglirect memory access (DMA),and it is a significant é

performance. For instance, to retrieve data from a sector of a disk, the CPU can send requests encoded as
bit patterns to the controller attached to the disk asking the controller to read the sector ame jglatze t

in a specified area of main memory. The CPU can then continue with other tasks while the controller per-
forms the read operation and deposits the data in main memory via DMK, two activities will be
performed at the same time. The CPU wildxecuting a program and the controller will be overseeing the
transfer of data between the disk and main memory. In this manner, the computing resources of the CPU
are not wasted during the relatively slow data transfer.

The use of DMA also has the detental effect of complicating the communication taking place over a
computerbés bus. Bit patterns must move between th
controller, and between each controller and main memory. Coordination of all this agctitfitg bus is a

major design issue. Even with excellent designs, the central bus can become an impediment as the CPU and
the controllers compete for bus access. This impediment is knownasitNeumann bottleneckbecause

it is a consequence of the ungént von Neumann architecturein which a CPU fetches its instructions

from memory over a central bus.
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Module 43
43. Data Manipulation: Communication media and communication rates

Communication between computing devices is handled over two types of paths:

V Parallel communication
V Serial communication

43.1. Parallel Communication

V Several signals are transferred at the same time, each on a separate line.
V Data transfer is good
V Requires complex architecture

It was illustrated in the Figure 48.

43.2. Serial Communication

\%
\%
\%
\%
\%

Transfer data one after the other,

Requires a simple data path

Data transfer rate is relatively slower than parallel communication.

USB and FireWire are examples of higiheed data transfer over a short distance.

Ethernet connections for slightly longer distances.

It has been shown in the Figure 49.

Figure 49: Serial communication

Traditional voice lines dominated the PC arena for many years.

Converting bit patterns to audible tones using Modem (Modutigorodulator)
For fastedong-distancecommunication, DSL (Digital Subscriber Line)

Cable Modems:

Fiber Optics and Coaxial cables for high definition TV and computer network.

Rate at which bits are transferred from one computing component to another measured in bits per
secondbps)

Kbps (Kilo bits)

Mbps (Million bits)

Gbps (Billion bits)

8kbps = 1KBper second.

USB and Firewire provide several hundred Mbps.
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Module 44
44. Data Manipulation: Pipelining

Electric pulses travel through a wire no faster than the speed of light. Since light travels approximately 1

foot in a nanosecond (one billionth of a second), it requires at least 2 nanoseconds for the CPU to fetch an
instruction from a memory cell that 1sfoot away. (The read request must be sent to memory, requiring at

least 1 nanosecond, and the instruction must be sent back to the CPU, requiring at least another nanosecond.)
Consequently, to fetch and execute an instruction in such a machine requiers nanosecornilsvhich

means that increasing the execution speed of a machine ultimately becomes a miniaturization problem.
However, i ncreasing execution speed is not the on
goal is to improve the matchn e¢héoaghput, which refers to the total amount of work the machine can
accomplish in a given amount of time.

An example of how a computerds throughput <can be
speed involvegipelining, which is thetechnique of allowing the steps in the machine cycle to overlap. In
particular, while one instruction is being executed, the next instruction can be fetched, which means that
mor e than one instruction can b entstageofbeidgerocessqul.e 6 a't
In turn, the total throughput of the machine is increased even though the time required to fetch and execute
each individual instruction remains the same. (Of course, when a JUMP instruction is reached, any gain
thatwouldhavdo een obtained by prefetching is not realiz
the ones needed after all.)

Modern machine designs push the pipelining concept beyond our simple example. They are often capable
of fetching several instructions the same time and actually executing more than one instruction at a time
when those instructions do not rely on each other.
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Module 45
45. Operating Systems: History

Todayds operating systems are | arge, complex soft\
The computers of the 1940s and 1950s were not very flexible or efficient. Machines occupied entire rooms.
Program execution required significant preparabf equipment in terms of mounting magnetic tapes,

placing punched cards in card readers, setting switches, and so on. The execution of each program, called

a job, was handled as an isolated actigitthe machine was prepared for executing phegram, the

program was executed, and then all the tapes, punched cards, etc. had to be retrieved before the next
program preparation could begin. When several users needed to share a machupe shegts were

provided so that users could reservertiechine for blocks of time. During the time period allocated to a

user, the machine was totally under that user ds
followed by short periods of program execution. It was often completed in a hufoedt@fdo just one
more thing (Alt will only take a minuteo) while t

In such an environment, operating systems began as systems for simplifying program setup and for
streamlining the transition between jolme early development was the separation of users and equipment,

which eliminated the physical transition of people in and out of the computer room. Fpurhisea

computer operator was hired to operate the machine. Anyone wanting a program reuivad to submit

it along with any required data and speci al di r e
and return | ater for the results. The operator, i
where a program ca&ltl the operating system could read and execute them one at a time. This was the
beginning ofbatch processing the execution of jobs by collecting them in a single batch, then executing

them without further interaction with the user.

In batch processing sysns, the jobs residing in mass storage wait for executiorjah queue (Figure

50). Aqueueis a storage organization in which objects (in this case, jobs) are orddirsttin, first -out
(abbreviated FI F©Ooanid pae hhe ajedsear® hetndvedifram thetgueue in
the order in which they arrived. In reality, most job queues do not rigorously follow the FIFO structure,
since most operating systems provide for consideration of job priorities. As a result, a job waitinghin the |
gueue can be bumped by a higpeority job.

Jobs: Program, data Results

| t
User domain [

Machine i,
domain Job queue b emcm‘on)

A

Figure 50: Batch Processing

In early batckprocessig systems, each job was accompanied by a set of instructions explaining the steps
required to prepare the machine for that particular job. These instructions were encoded, using a system
known as a job control language (JCL), and stored with the job jolilgeieue. When the job was selected

for execution, the operating system printed these instructions at a printer where they could be read and
followed by the computer operator. This communication between the operating system and the computer

operatorissi | | seen today, as witnessed by P®oknpter ati n
availabledo and Aprinter not responding. 0
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A major drawback to using a computer operator as an intermediary between a computer and its users is that
the users ha no interaction with their jobs once they are submitted to the operator. This approach is
acceptable for some applications, such as payroll processing, in which the data and all processing decisions
are established in advance. However, it is not acceptdien the user must interact with a program during

its execution. Examples include reservation systems in which reservations and cancellations must be
reported as they occur; word processing systems in which documents are developed in a dynamic write and
rewrite manner; and computer games in which interaction with the machine is the central feature of the
game.

To accommodate these needs, new operating systems were developed that allowed a program being
executed to carry on a dialogue with the user throeghote terminal a feature known asiteractive
processing(Figure 51). (A terminal consisted of little more than an electronic typewriter by which the user
could type input and read the computerdés response
into more sophisticated devices called workstatanms even into complete PCs that can function as-stand

alone computers when desired.)

Programs, data
directions, and results

User domain

Machine
domain

Program
execution

Figure 51 Interactive Processing
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Module 46
46. Operating Systems: Basic Concepts (1)

Coordination with User
V Successfully interactive processing is to respond the users with sufficiently fast time.
V  Printing record of all students VU versus word processing (typing characters)
V  Execution of tasks under a deadline

Realtime Processing

V Computer performs the tasks mccordance with the deadlines in its external -veadd
environment.

V Example of Cruise Missile, Radar etc
Interactive system and Reakime Processing

V If a system is servicing only one user, fiale processing was relatively easier to implement,
howeve, computers in 60s, 70s were expensive,

V Each machine had to serve more than one user at remote terminals.
Time Sharing

V Based on this problem, such OS were designed to service multiple users at the same time called
time-sharing. Active, Readyyaiting states as illustrated in the Figure 52.

Figure 52 Time Sharing

Multi -programming

V One way of implementing timgharing, small time intervals, and each job is executed for such a
small interval.

V Early systems were able to service 30 users simultaneously.
Multitasking
V One user executing several tasks simultaneously.

V Today Multiprogramming is used in single user and multiple users.
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Module 47
47. Operating Systems: Basic Concepts (I1)

With thedevelopment of multiuser, tirgharing operating systems, a typical computer installation

was configured as a large central computer connected to numerous workstations. From these
workstations, users could communicate directly with the computer from ettt omputer room

rather than submiting requests to a computer operator. Commonly used programs were stored in

the machineds mass storage devices, and oper
programs as requested from the workstationstuin, the role of a computer operator as an
intermediary between the users and the computer begins to fade.

Today, the existence of a computer operator has essentially disappeared, especially in the arena of
personal computers where the computer user assuh of the responsibilities of computer
operation. Even most large computer installations run essentially unattended. Indeed, the job of
computer operator has given way to that of a system administrator who manages the computer
systend obtaining and oveseeing the installation of new equipment and sadire, enforcing local
regulations such as the issuing of new accounts and establishing mass storage space limits for the
various users, and coordinating efforts to resolve problems that arise in thedsyather than
operating the machines in a haswds manner.

In short, operating systems have grown from simple programs that retrieved and executed programs
one at a time into complex systems that coordinate sim&ring, maintain programs and data files
int he machineb6bs mass storage devices, and respo

But the evolution of operating systems continues. The development of multiprocessor machines
has led to operating systems that provide t#haring/ multitaskig capabilities by assigning
different tasks to different processors as well as by sharing the time of each single processor. These
operating systems must wrestle with such problemias balancing (dynamically allocating

tasks to the various process@s that all processors are used efficiently) as welscing
(breaking tasks into a number of subtasks compatible with the number of processors available).

Still another direction of research in operating systems focuses on devices that are dedicated to
specific tasks such as medical devices, vehicle electronics, home appliances, cell phones, or other
handheld computers. The computer systems found in these devices are kn@mbedded
systems. Embedded operating systems are often expected to consatteeybpower, meet
demanding rediime deadlines, or operate continuously with little or no human oversight.
Successes in this endeavor are marked by systems such as VXWORKS, developed by Wind River
Systems and used in the Mars Exploration Rovers nameil &mil Opportunity; Windows CE

(also known as Pocket PC) developed by Microsoft; and Palm OS developed by PalmSource, Inc.,
especially for use in harlteld devices.
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Module 48

48. Operating Systems: Software Classification
Let us begin

machineods

different application software from that found on a machine used by an electrical engineer. Examples of

by dividing a maa@pplicaienGdtwasearfdsysteanr e i
software (Figure 53). Application software consists of the programs for performing tasks particular to the
ut i | i z amaintaimthe indentomafar & mamwacturisgecdmpany will contain

application software include spreadsheets, database systems, desktop publishing agsmmsng
systems, program development software, and games.

nt

In contrast to application software, system software performs those tasks that are common to computer
systems in general. In a sense, the system software provides the infrastructure théic#tioagpftware
[ ner as a nationods
institutions, etc.) provides the foundation on which its citizens rely for their individual lifestyles.

requires,

I n

much the same ma n

Within the class of system sofare are two categories: One is the operating system itself and the other
consists of software units collectively knownusity software. T h e
software consists of programs for performing activities that are funttahte computer installations but

not included in the operating system. In a sense, utility software consists of software units that extend (or
perhaps customize) the capabilities of the operating system. For example, the ability to format a magnetic

majority of an i

disk or to copy a file from a magnetic disk to a CD is often not implemented within the operating system
itself but instead is provided by means of a utility program. Other instances of utility software include
software to compress and decompress data, sefti@amplaying multimedia presentations, and software

for handling network communication.

Implementing certain activities as utility software allows system software to be customized to the needs of

a particular installation more easily than if they weréduided in the operating system. Indeed, it is common
to find companies or individuals who have modified, or added to, the utility software that was originally

provided

perating system.

with their machineds o
Software
,/‘,/ \\\\
// N
Application System
,/"/ \\\
> N
Utility Operating
system
/ - \‘\
P N
User Interface Kernel

Figure 53 Software Classification
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Module 49
49. Operating Systems: Components (1)
Let us focus now on components that are within the domain of an operating system. In order to perform the
actions requested by the computerds users, an ope
users. The portion of an operating system thatlkes this communication is often calleduker interface.
Older user interfaces, callathells,communicated with users through textual messages using a keyboard
and monitor screen. More modern systems perform this task by meangrabhacal user interface
(GUIdpronounciec o GO@ which objects to be manipul at
represented pictorially on the display as icons. These systems allow users to issue commands by using one
of several common input devices. For examplepmputer mouse, with one or more buttons, can be used
to click or drag icons on the screen. In place of a m@asgial purpospointing devices or styluses are
often used by graphic artists or on several types of handheld devices. More recentlyesadvdime
grained touch screens allow users to manipul ate i
use twedimensional image projection systems, thtd@aensional interfaces that allow human users to
communicate with computers by means Bf @rojection systems, tactile sensory devices, and surround
sound audio reproduction systems are subjects of current research.

Al t hough an operating systembs user interface pl
functionality, this frameworkear el vy acts as an intermediary bet ween
of the operating system (Figure 54). This distinction between the user interface and the internal parts of the
operating system is emphasized by the fact that some operatinmsyatew a user to select among

different interfaces to obtain the most comfortable interaction for that particular user. Users of the UNIX
operating system, for example, can select among a variety of shells including the Bourne shell, the C shell,

and theKorn shell, as well as a GUI called X11. The earliest versions of Microsoft Windows were a GUI
application program that could be loaded fromtheM®S oper ati ng systemdéds comm
cmd.exe shell can still be found as a utility program inlglest versions of Windows, although this
interface is almost never required by casual user
t hat hearkens back to that systembébs UNI X ancestor

An i mportant component hewirnddw rmanagegwhetyaicateShidcks efh el | s
space on the screen, called windows, and keeps track of which application is associated with each window.
When an application wants to display something on the screen, it notifies the window manager, and the
window manager places the desired image in the window assigned to the application. In turn, when a mouse

button is c¢clicked, it is the window manager that
the appropriate application of the mouse actidindow managers are responsible for what is generally
called the Astyled of a GUI , and most managers of

have a range of choices for a window manager, with popular choices including KDE and Gnome.
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Figure 54: Components aDS
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Module 50
50. Operating Systems: Components (l1)

I n contrast to an operating systembs wuser iinterfae
kerne. An operating systemds kernel contains those s

functions required by the computer installation. One such unit idilthenanager; whose job is to
coordinate the use of 't he eprecibelynttedile mamaeger snairgaino r a g e
records of all the files stored in mass storage, including where each file is located, which users are allowed

to access the various files, and which portions of mass storage are available for new files or exbensions
existing files. These records are kept on the individual storage medium containing the related files so that
each time the medium is placed online, the file manager can retrieve them and thus know what is stored on
that particular medium.

Fortheconvei ence of the machineds wusers, most file ma
called adirectory or folder. This approach allows a user to organize his or her files according to their
purposes by placing related files in the same directoryetar, by allowing directories to contain other
directories, called subdirectories, a hierarchical organization can be constructed. For example, a user may
create a directory called MyRecords that contains -ditdrtories called FinancialRecords,
MedicalReords, and HouseHoldRecords. Within each of these subdirectories could be files that fall within

that particular category. (Users of a Windows operating system can ask the file manager to display the
current collection of folders by executing the utilippgram Windows Explorer.)

A chain of directories within directories is calledieectory path. Paths

are often expressed by listing the directories along the path separated by slashes. For instance,
animals/prehistoric/dinosaurs would represent the gatk ég at the directory named animals, passing
through its subdirectory named prehistoric, and terminating in thesdutirectory dinosaurs. (For
Windows users the slashes in such a path expression are reversed as il prahistsriddinosaurs.)

Any access to a file by other software units is obtained at the discretion of the file manager. The procedure
begins by requesting that the file manager grant access to the file through a procedure known as opening
the file. If the file manager approves ghrequested access, it provides the information needed to find and

to manipulate the file.

Another component of the kernel consists of a collectiotiewfce drivers,which are the software units

that communicate with the controllers (or at times, diragitii peripheral devices) to carry out operations

on the peripheral devices attached to the machine. Each device driver is uniquely designed for its particular
type of device (such as a printer, disk drive, or monitor) and translates generic requetts intwe
technical steps required by the device assigned to that driver. For example, a device driver for a printer
contains the software for reading and decoding th
hand shaking details. Thusther software components do not have to deal with those technicalities in
order to print a file. Instead, the other components can merely rely on the device driver software to print
thefile andlet the device driver take care of the details. In this manner, the design of the other software
units can be independent of the unigue characteristics of particular devices. The result is a generic operating
system that can be customized for particukriptheral devices by merely installing the appropriate device
drivers.

Still anot her component ofmenmy operating systembs

manager,whi ch is charged with the task of coordinatin
are minimal in an environment in which a computer is asked to perform only one task at a time. In these
cases, the program for performing the current task is ghlace predetermined location in main memory,

executed, and then replaced by the program for performing the next task. However; tiuseulor

multitasking environments in which the computer is asked to address many needs at the same time, the
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duties ofthe memory manager are extensive. In these cases, many programs and blocks of data must reside

in main memory concurrently. Thus, the memory manager must find and assign memory space for these
needs and ensure that the actions of each program areedduitteprogr a més al | ott ed spac
as the needs of different activities come and go, the memory manager must keep track of those memory
areas no longer occupied. The task of the memory manager is complicated further when the total main
memoryspace required exceeds the space actually available in the computer. In this case the memory
manager may create the illusion of additional memory space by rotating programs and data back and forth
between main memory and mass storage (a technique patigwy). Suppose, for example, that a main

memory of 8GB is required but the computer only has 4GB. To create the illusion of the larger memory
space, the memory manager reserves 4GB of storage space on a magnetic disk. There it records the bit
patterns thatvould be stored in main memory if main memory had an actual capacity of 8GB. This data is
divided into uniform sized units callgghges,which are typically a few KB in size. Then the memory

manager shuffles these pages back and forth between main namdanass storage so that the pages that

are needed at any given time are actually present in the 4GB of main memory. The result is that the computer

is able to function as though it actually had 8GE
creaed by paging is calledirtual memory.

Two additional components within the kernel of an operating system aselibduleranddispatcher,

which we will study in the next section. Foeow, we merely note that in a multiprogramming system the
scheduler dermines which activities are to be considered for execution, and the dispatcher controls the
allocation of time to these activities.
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Module 51

51. Operating Systems: Process of Booting

We have seen that an operating system provides the software infrastructure required by other software units,
but we have not considered how the operating system gets started. This is accomplished through a procedure
known asboot strapping (often shortened tbooting) that is performed by a computer each time it is

turned on. It is this procedure that transfers the operating system from mass storage (where it is permanently
stored) into main memory (which is essentially empty when theimais first turned on). To understand

the boot strap process and the reason it is neces

A CPU is designed so that its program counter starts with a particular predetermined address each time the
CPU is turrd on. It is at this location that the CPU expects to find the beginning of the program to be
executed. Conceptually, then, all that is needed is to store the operating system at this location. However,
for technical reasons, pigalyconstpatetl fomdbvalatientachnologlese mor y |
meaning that the memory loses the data stored in it when the computer is turned off. Thus, the contents of
main memory must be replenished each time the computer is restarted.

In short, we need a program (predbly the operating system) to be present in main memory when the
computer is first turned on, but the computerods v
of f. To resolve this dil emma, a s madPUexpeotstdfindn of
its initial program is constructed from special nonvolatile memory cells. Such memory is knovad-as

only memory (ROM) because its contents can be read but not altered. As an analogy, you can think of
storing bit patterns in ROM addwing tiny fuses (some blown op&rone$ and some blown closéd

zeros) , although the technology used is more adyv
constructed with flash memory technology (which means that it is not strictly ROM becaudeeiadtaned

under special circumstances).

In a generapurpose computer, a program called bloet loaderi s per manent |l y stored |
ROM. This, then, is the program that is initially executed when the machine is turned on. The instructions

in the boot loader direct the CPU to transfer the operating system from a predetermined location into the
volatile area of main memory (Figure 55). Modern boot loaders can copy an operating system into main
memory from a variety of locations. For example,ritbedded systems, such as smartphones, the operating
system is copied from special flash (nonvolatile) memory; in the case of small workstations at large
companies or universities, the operating system may be copied from a distant machine over a network.
Onrce the operating system has been placed in main memory, the boot loader directs the CPU to execute a
jump instruction to that area of memory. At this point, the operating system takes over and begins control
ling the machi ne6s essofexecutingthe boot.loaderrard thaswstarting thd opgpating ¢
system is calletbooting the computer.

Main memory Main memory

Disk storage
Boot il

o
ROM for = loader

Disk storage

Oporating <

system -
/olatilo, Volatile,
romory memory

Operating
systom

Step 1: Machine starts by executing the boot loader Step 2: Boot I
program already in memory. Operating the
systom (s stored in mass storage,

Figure 55; process of Booting

You may ask why desktop computers are not provided with enough ROM to hold the entire operating
system so that booting from mass storage would not be necessary. While this is feasible for embedded
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systems with small operating systems, devoting large btifiaksin memory in generglurpose computers

to nonvolatile storage is not efficient with tod
undergo frequent updates in order to maintain security and keep abreast of new and improved device drivers
for the latest hardware. While it is possible to update operating systems and boot loaders stored in ROM
(often called dirmware update), the technological limits make mass storage the most common choice for

more traditional computer systems
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Module 52
52. Operating Systems: Process and its Administration

Coordinating Machineds activities
V How OS coordinates the execution of application software, utility software, or OS itself?
Program vs Process

V Fundamental concepts of modern operating systems is the distinction between a program and the
activity of executing a program.

V Static vs dynamic activity.

V  Analogy of music sheet.
Process

V The activity of executing a program under the control obgferating system is known as a process.

V Associated with a process is the current status of the activity, called the process state.
Process state

V The value of Program counter

V Values in other CPU registers

V Values in associated memory cell.

\Y

Snapshot of the athine at particular time.
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Module 53
53. Operating Systems: Process and its Administration
The tasks associated with coordinating the execution of processes are handled by the scheduler and
di spatcher within the opemaittdine @recserg o theepnobesseskoresemt e |
in the computer system, introduces new processes to this pool, and removes completed processes from the
pool. Thus when a user requests the execution of an application, it is the scheduler that adds the execution
of that application to the pool of current processes.

To keep track of all the processes, the scheduler maintains a block of information in main memory called
theprocess table Each time the execution of a program is requested, the scheduler creates a new entry for
that process in the process table. This entry contains such information as the memory area assigned to the
process (obtained from the memory manager), the prioriyeoprocess, and whether the process is ready

or waiting. A process igeady if it is in a state in which its progress can continue)itdaging if its progress

is currently delayed until some external event occurs, such as the completion of a mgesopenation,

the pressing of a key at the keyboard, or the arrival of a message from another process.

The dispatcher is the component of the kernel that oversees the execution of the scheduled processes. In a
time-sharing/multitasking system this taskascomplished bynultiprogramming ; that is, dividing time

into short segments, each calletinae slice (typically measured in milliseconds or microseconds), and

then switching the CPUbs attention amomgslitieche proc
(Figure 56). The procedure of changing from one process to another is qadterbss switch(or a
context switch).

Ime‘rrupt Interrupt Interrupt Interrupt Interrupt

Process B Process B Proc

ssA Process A Process A

Advancing
time

‘Time slice} }Time sli(:eI }Time slice} }Timeslice}
Figure 56 Multiprogramming between process A and process B

Each time the dispatcher awards a time slice to a process, it initiates a timer circuit that will indicate the
end of the slice by generating a signal calleihtarrupt. The CPU reacts to this interrupt signal in much

the same way that you react wheremntipted from a task. You stop what you are doing, record where you
are in the task (so that you will be able to return at a late)) timdtake care of the interrupting entity.

When the CPU receives an interrupt signal, it completes its current machine cycle, saves its position in the
current process, and begins executing a program, calleédtemupt handler, which is stored at a
predeterrmed location in main memory. This interrupt handler is a part of the dispatcher, and it describes
how the dispatcher should respond to the interrupt signal.

Thus, the effect of the interrupt signal is to preempt the current process and transfer cokttoltha
dispatcher. At this point, the dispatcher selects the process from the process table that has the highest
priority among the ready processes (as determined by the scheduler), restarts the timer circuit, and allows
the selected process to begmtime slice.

Paramount to the success of a multiprogramming system is the ability to stop, and later restart, a process.
If you are interrupted while reading a book, your ability to continue reading at a later time depends on your
ability to remember youlocation in the book as well as the information that you had accumulated to that
point. In short, you must be able tocamate the environment that was present immediately prior to the
interruption.
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In the case of a process, the environment that mustbeg eat ed i s the processos
mentioned, includes the value of the program counter as well as the contents of the registers and pertinent
memory cells. CPUs designed for multiprogramming systems incorporate the task of saving this
infor mati on as part of the CPU6s reaction to-the ir
language instructions for reloading a previously saved state. Such features simplify the task of the
dispatcher when performing a process switch and exgnmolw the design of modern CPUs is influenced

by the needs of todaydés operating systems.

Pagel08of 381

Copyright Virtual University of Pakistan



Introduction to Computing CS101 VU

Module 54
54. Operating Systems: Handling Competition between Processes

An i mportant task of an operating system is the a
the system. Here we are using the tegsourcei n a br oad sense, including
devices as well as features within the maciitgelf. The file manager allocates access to files as well and
allocates mass storage space for the construction of new files; the memory manager allocates memory
space; the scheduler allocates space in the process table; and the dispatcher allocditsesstiie with

many problems in computer systems, this allocation task may appear simple at first glance. Below the
surface, however, lie several subtleties that can lead to malfunctions in a poorly designed system.
Remember, a machine does not thinkifself; it merely follows directions. Thus, to construct reliable

operating systems, we must develop algorithms that cover every possible contingency, regardless of how
minuscule it may appear.

Resources
V File manager allocates access to files
V Memory manageallocates the memory space.
V Scheduler allocates space in the process table
V Dispatcher allocatesmeslots
Resources Allocation
V Such resource allocation | ooks quite simpler,
V Machine does not think about itsélft 6 s You, who can/ cannot desi gn
Resource Allocation Issues

V  What if two processedemandhe same resource at one time.

V What iif O6Process A6 is wutilizing OResource 16
using O6Reswaurtcieng2 6f oandi Resource 106. I't has beel
Qo %
® O
A & B
S
4?9 &\*‘Q’

Figure 57: Resource Allocation Issues

Solutions tohis problem will be discussed in next modules.
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Module 55
55. Operating Systems: Semaphores
Let us consider a timgharing/multitasking operating system controlling the activities of a computer with
a single printer. If a process needs to print its resuttajst request that the operating system give it access
to the printerodés device driver. At this point, th
depending on whether the printer is already being used by another process. If this opérating system
should grant the request and allow the process to continue; otherwise, the operating system should deny the
request and perhaps classify the process as a waiting process until the printer becorabdeaydikr all,
iftwo procese s wer e given simultaneous access to the cot
to both.

To control access to the printer, the operating system must keep track of whether the printer has been
allocated. One approach to this task would be taautag, which in this context refers to a bit in memory
whose states are often referred t@endclear, rather than 1 and 0. A clear flag (value 0) indicates that

the printer is available and a set flag (value 1) indicates that the printer is currently allocated. On the surface,
this approach seems wétlunded. The operating system merely checks theeiad time a request for

printer access is made. If it is clear, the requegtastedand the operating system sets the flag. If the flag

is set, the operating system makes the requesting process wait. Each time a process finishes with the printer,
the gerating system either allocates the printer to a waiting process or, if no process is waiting, merely
clears the flag.

However, this simple flag system has a problem. The task of testing and possibly setting the flag may
require several machine instruct® (The value of the flag must be retrieved from main memory,
manipulated within the CPU, and finally stored back in memory.) It is therefore possible for a task to be
interrupted after a clear flag has been detected but before the flag has beenasgtularm suppose the

printer is currently available, and a process requests use of it. The flag is retrieved from main memory and
found to be clear, indicating that the printer is available. However, at this point, the prontssupted,

and anotheprocess begins its time slice. It too requests the use of the printer. Again, the flag is retrieved
from main memory and found still clear because the previous process was interrupted before the operating
system had time to set the flag in main memoryngeguently, the operating system allows the second
process to begin using the printer. Later, the original process resumes execution where it left off, which is
immediately after the operating system found the flag to be clear. Thus the operating sysi@nesby

setting the flag in main memory and granting the original process access to the printer. Two processes are
now using the same printer.

The solution to this problem is to insist that the task of testing and possibly setting the flag be completed
without interruption. One approach is to use the interrupt disable and interrupt enable instructions provided
in most machine languages. When executed, an interrupt disable instruction causes future interrupts to be
blocked, whereas an interrupt enabldrimstion causes the CPU to resume responding to interrupt signals.
Thus, if the operating system starts the-flagting routine with a disable interrupt instruction and ends it

with an enable interrupt instruction, no other activity can interrupt thaneoance it starts.

Another approach is to use ttestand-setinstruction that is available in many machine languages. This
instruction directs the CPU to retrieve the value of a flag, note the value received, and then sét the flag
all within a singlemachine instruction. The advantage here is that because the CPU always completes an
instruction before recognizing an interrupt, the task of testing and setting the flag cannot be split when it is
implemented as a single instruction.

A properly implementeflag, as just described, is called@maphore,in reference to the railroad signals

used to control access to sections of track. In fact, semaphores are used in software systems in much the
same way as they are in railway systems. Corresponding todtiensef track that can contain only one

train at a time is a sequence of instructions that should be executed by only one process at a time. Such a
sequence of instructions is callectrdical region. The requirement that only one process at a time be
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allowed to execute a critical region is knowmagtual exclusion.In summary, a common way of obtaining
mutual exclusion to a critical region is to guard the critical region with a semaphore. To enter the critical
region, a process must find the semaphdearcand then set the semaphore before entering the critical
region; then upon exiting the critical region, the process must clear the semaphore. If the semaphore is
found in its set state, the process trying to enter the critical region must wait estrtiaphore has been
cleared.
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Module 56
56. Operating Systems: Deadlock
Another problem that can arise during resource allocatidedslock,the condition in which two or more
processes are blocked from progressing because each is waiting for a resource that is allocated to another.
For exampl e, one process may have access to the
c o mp ut eplages whleanother process has access to the CD player but is waiting for the printer.
Another example occurs in systems in which processes are allowed tdecreew processes (an action
calledforking in the UNIX vernacular) to perform subtaskghié scheduler has no space left in the process
table and each process in the system must create an additional process before it can complete its task, then
no process can continue. Such conditions, as in other settings (Figure 58), can severely dggsatiecara 6 s
performance Analysis of deadlock has revealed that it cannot occur unless all three of the following
conditions are satisfied:

1. There is competition for nesharable resources.

2. The resources are requested on a partial basis; that is, having remeiwedesources, a process
will return later to request more.

3. Once a resource has been allocated, it cannot be forcibly retrieved.

Figure 58. Deadlock Situation

The point of isolatinghese conditions is that the deadlock problem can be removed by attacking any one

of the three. Techniques that attack the third condition fall into the category known as deadlock detection

and correction schemes. In these cases, the occurrence of desdlmasidered so remote that no effort is

made to avoid the problem. Instead, the approach is to detect it should it occur and then correct it by forcibly
retrieving some of the allocated resources. Our example of a full process table might faltiasthigf

deadlock should occur due to a full table, routines within the operating system (or perhaps a human
admi ni strator using his or her powerlMWdllingd soméadfuper u
the processes. This releases spadhdmrocess table, breaking the deadlock and allowing the remaining
processes to continue their tasks.

Techniques that attack the first two conditions are known as deadlock avoidance schemes. One, for
example, attacks the second condition by requiring eaatess to request all its resources at one time.

Another scheme attacks the first condition, not by removing the competition directly but by converting non
sharable resources into sharable ones. For example, suppose the resource in question iardpinter

variety of processes require its use. Each time a process requests the printer, the operating system could
grant the request. However, instead of connecting
system would connect it to a devidaver that stores the information to be printed in mass storage rather

than sending it to the printer. Thus each process, thinking it has access to the printer, could execute in its
normal way. Later, when the printer is available, the operating sysieln ttansfer the data from mass
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storage to the printer. In this manner, the operating system would make thkanahle resource appear
sharable by creating the illusion of more than one printer. This technique of holding data for output at a

later but nore convenient time is callegpooling.
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Module 57
57. Operating Systems: Security Attacks from outside
An i mportant task performed by operating systems
unauthorized personnel. In the case of computers used by multiple people, this is usually approached by
means of establ i shi nauthdtized wsefsan acsoont beingresseéntially a veaordi o u s
within the operating system containing such entri
granted to that user. The operating system can then use this information duritggeaphocedure (a
sequence of transactions in which the user establ
to control access to the system.

Accounts are established by a person known asuper useror theadministrator. This person gains

highly privileged access to the operating system by identifying trirherself as the administrator (usually

by name and password) during the login procedure. Once this contact is established, the administrator can
alter settings within the operating systemodify critical software packages, adjust the privileges granted

to other users, and perform a variety of other maintenance activities that are denied normal users.

From this fAlofty perch, 0 the admi nimpttar systemmrinan s al s
effort to detect destructive behavior, whether malicious or accidental. To assist in this regard, numerous
software utilities, calleduditing software, have been developed that record and then analyze the activities
taking place withirthe computer system. In particular, auditing software may expose a flood of attempts to

login using incorrect passwords, indicating that an unauthorized user may be trying to gain access to the
computer.

Auditing software may also identify activities with  a user 6 s account that do
past behavior, which may indicate that an unauthorized user has gained access to that account. (It is unlikely
that a user who traditionally uses only word processing and spreadsheet software wfilysbddin to
access highly technical sof tware applications or
privileges.)

Another culprit that auditing systems are designed to detect is the pressendéraf software, which is

software tlat, when left running on a computer, records activities and later reports them to abeould
intruder. Anold, wehk nown example is a program that simulate
Such a program can be used to trick authorized userghintking they are communicating with the

operating system, whereas they are actually supplying their names and passwords to an impostor.

With all the technical complexities associated with computer security, it is surprising to many that one of

the majorobstacles to the security of computer systems is the carelessness of the users themselves. They
select passwords that are relatively easy to guess (such as names and dates), they share their passwords with
friends, they fail to change their passwords dgimely basis, they subject offline mass storage devices to
potential degradation by transferring them back and forth between machines, and they import unapproved
software into the syst em t hat mi ght subvert the sysmogmds se
institutions with large computer installations adopt and enforce policies that catalog the requirements and
responsibilities of the users.
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Module 58
58. Operating Systems: Security Attacks from inside
Once an intruder (or perhaps an authorized wibrmalicious intent) gains access to a computer system,
the next step is usually to explore, looking for information of interest or for places to insert destructive

software. This is a straighfiorward process if the prowler has gained accesstotheadins t r at or 6 s ac
which is why the administratordos password is cl os
userds account, it b ecome s tem éto alloveng thy intruder td reachc kKt h «

beyond the privileges greed to that user. For example, the intruder may try to trick the memory manager
into allowing a process to access main memory cells outside its allotted area, or the prowler may try to trick
the file manager into retrieving files whose access should bedden

Todayds CPUs are enhanced with features that are
the need to restrict a process to the area of main memory assigned to it by the memory manager. Without
such restrictions, a process could erdmedperating system from main memory and take control of the
computer itself. To counter such attempts, CPUs designed for multiprogramming systems typically contain
specialpurpose registers in which the operating system can store the upper and lower limt a pr oces
allotted memory area. Then, while performing the process, the CPU compares each memory reference to
these registers to ensure that the reference is within the designated limits. If the reference is found to be
out si de t he tpdrares; thesCP B autordatically ganséers control back to the operating system

(by performing an interrupt sequence) so that the operating system can take appropriate action.

Embedded in this illustration is a subtle but significant problem. Without fustuairity features, a process

could still gain access to memory cells outside of its designated area merely by changing thpepesial
registers that contain its memory limits. That is, a process that wanted access to additional memory could
merely ncrease the value in the register containing the upper memory limit and then proceed to use the
additional memory space without approval from the operating system.

To protect against such actions, CPUs for multiprogramming systems are designed toropasaté fwo

privilege levels we wi | | call one Aprivilpgeédi hedgedo mbde . G
in privileged mode, the CPU is able to execute all the instructions in its machine languagevieiQw

when in norprivileged mode, the list of acceptable instructida limited. The instructions that are

available only in privileged mode are callpdvileged instructions. (Typical examples of privileged

instructions include instructions that change the contents of memory limit registers and instructions that
changethe current privilege mode of the CPU.) An attempt to execute a privileged instruction when the

CPU is in norprivileged mode causes an interrupt. This interrupt converts the CPU to privileged mode and
transfers control to an interrupt handler within thpemting system.

When first turned on, the CPU is in privileged mode. Thus, when the opgralystem starts at the end of

the boot process, all instructions are executable. However, each time the operating system allows a process
tostartatimeslicd, t switches the CPU to nonprivileged mode
instruction. In turn, the operating system will be notified if the process attempts to execute a privileged
instruction, and thus the operating system will be in-pish to maintain the integrity of the computer

system.

Privileged instructions and the control of privilege levels is the major tool available to operating systems

for maintaining security. However, the use of these tools is a complex component of an opesating ayb s
design, and errors continue to be found in current systems. A single flaw in privilege level control can open

the door to disaster from malicious programmers or from inadvertent programming errors. If a process is
allowed to alter the timerthatdorr ol s t he systemds multiprogramming
time slice and dominate the machine. If a process is allowed to access peripheral devices directly, then it
can read files without super vi sisallowedtyactetsenenworyst e mod
cells outside its allotted area, it can read and even alter data being used by other processes. Thus,
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maintaining security continues to be an important task of an administrator as well as a goal in operating
system design.
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Module 59
59. Networking and the Internet: Network Classification

A computer network is often classified as being eithpersonal area net work (PAN), a local area

network (LAN), a metropolitan area network (MAN), or awide area network (WAN). A PAN is

normally used for shortrange communicatiofstypically less than a few metéssuch as between a
wireless headset and a smartphone or between a wireless mouse and its PC. In contrast, a LAN normally
consists of a collection of computers in a single bugdinbuilding complex. For example, the computers

on a university campus or those in a manufacturing plant might be connected by a LAN. A MAN is a
network of intermediate size, such as one spanning a local community. Finally, a WAN links machines over
a greater distan@ perhaps in neighboring cities or on opposite sides of the world.

Anot her means of <c¢lassifying networks is based on
designs that are in the public domain or on innovations owned and émhtsgla particular entity such as

an individual or a corporation. A network of the former type is calledpmm network; a network of the

latter type is called a@losed,or sometimes groprietary, network. Open network designs are freely

circulated anaften grow in popularity to the point that they ultimately prevail over proprietary approaches

whose applications are restricted by license fees and contract conditions.

The Internet (a popular worldwide network of networks that we will study in thisef)apan open system.

In particular, communication throughout the Internet is governed by an open collection of standards known
as the TCP/IP protaol suite. Anyone is free to use these standards without paying fees or signing license
agreements. In comrast, a company such as Novell Inc. might develop proprietary systems for which it
chooses to maintain ownership rights, allowing the company to draw income from selling or leasing these
products.

Still another way of classifying networks is based oridpelogy of the network, which refers to the pattern

in which the machines are connected. Two of the more popular topologies are the bus, in which the
machines are all connected to a common communication line called a bus (Figure 59a), and the star, in
which one machine serves as a central focal point to which all the others are connected (Figure 59b). The
bus topology was popularized in the 1990s. When it was implemented under a set of standards known as
Ethernet, and Ethernet networks remain one of the&t mapular networking systems in use today.

The star topology has roots as far back as the 1970s. It evolved from the paradigm of a large central
computer serving many users. As the simple terminals employed by these users grew into small computers
themseles, a star network emerged. Today, the star configuration is popular in wireless networks where
communication is conducted by means of radio broadcast and the central machine, catledstheoint

(AP), serves as a focal point around which all commation is coordinated.

a.Bus b. Star
Computer Computer Computer Computer
Computer \ Computer
| l | l ‘ \ Computer 7~
Computer  Computer Computer Computer

Figure 59: Two popular network topologies
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Module 60
60. Networking and the Internet: Protocols

For a network to function reliably, it is important to establish rules by which activities are conducted. Such
rules are callegrotocols. By developing and adopting protocol standards, vendors are able to build
products for network applications that atempatible with products from other vendors. Thus, the
development of protocol standards is an indispensable process in the development of networking
technologies. As an introduction to the protocol concept, let us consider the problem of coordinating the
transmission of messages among computers in a network. dMithules governing this communication,

all the computers might insist on tramsitting messages at the same time or fail to assist other machines
when that assistance is required.

In a bus netwrk based on the Ethernet standards, the right to transmit messages is controlled by the protocol
known asCarrier Sense, Multiple Access with Collision Detection (CSMA/CD)This protocol dictates

that each message be broadcast to all the machines amstfieiture 60). Each machine monitors all the
messages but keeps only those addressed to itself. To transmit a message, a machine waits until the bus is
silent, and at this time it begins transmitting while continuing to monitor the bus. If another masbine

begins transmitting, both machines detect the clash and pause for a brief, independently random period of
time before trying to transmit again. The result is a system similar to that used by a small group of people

in a conversation. If two peopléast to talk at once, they both stop. The difference is that people might go
through a series such as, Al 6dm sorry, what were vy
the CSMA/CD protocol each machine merely tries again later.

Computer Computer Computer

Computer Computer

Figure 60: Communication over bus network

Note that CSMA/CD is not compatible with wireless star networks in which all machines communicate
through a central AP. This is because a machine may be unable to detectrdraritgssions are colliding

with those of another. For example, the machine may not hear the other because its own signal drowns out
that of the other machine. Another cause might be that the signals from the different machines are blocked
from each otheby objects or distance even though they can all communicate with the central AP (a
condition known as thkeidden terminal problem, Figure 61).The result is that wireless networks adopt

the policy of trying to avoid collisions rather than trying to detect them. Such policies are classified as
Carrier Sense, Multiple Access with Collision Avoidance (CSMA/CA)many of which are standardized

by IEEE
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Figure 61: Thehidden terminal problem

The most common approach to collision avoidance is based on giving advantage to machines that have
already been waiting for an opportunity to transmit. The protcgadwd i s si mi |l ar t o Et hel
The basic difference is that when a machine first needs to transmit a message and finds the communication
channel silent, it does not start transmitting immediately. Instead, it waits for a short period of time and

then starts transmitting only if the channel has remained silent throughout that period. If a busy channel is
experienced during this process, the machine waits for a randomly determined period before trying again.
Once this period is exhausted, the machéallowed to claim a silent channel without hesitation. This
means that <collisions between finewcomerso and tho
a Anewcomer o is not allowed to claim @isgivehteent ¢ ha
opportunity to start.

This protocol, however, does not solve the hidden terminal problem. After all, any protocol based on
distinguishing between a silent or busy channel requires that each individual station be able to hear all the
othersTo solve this probl em, some Wi Fi net wor ks req
message to the AP and wait until the AP acknowledges that request before transmitting an entire message.

I f the AP is busy becausalitd iidgd dvedlli ngnwirteh ta ef i
machine will know to wait. Otherwise, the AP will acknowledge the request, and the machine will know

that it is safe to transmit. Note that all the machines in the network will hear all acknowledgmefrisns

the AP and thus have a good idea of whether the AP is busy at any given time, even though they may not

be able to hear the transmissions taking place.
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Module 61
61. Networking and the Internet: Combining Networks
Sometimes it is necessarydonnect existing networks to form an extended communication system. This
can be done by connecting the networks to form
example, in the case of bus netwoliased on the Ethernet protocols, it is often possible to connect the
buses to form a single long bus. This is done by means of different devices known as repeaters, bridges,
and switches, the distinctions of which are subtle yet informative. The simplbsise is theepeater,
which is little more than a device that passes signals back and forth between the two original buses (usually
with some form of amplification) without considering the meaning of the signals (Figure 62a).

Repeater Switch

or
I - || |

a. A repeater or bridge connecting b. A switch connecting multiple buses
two buses

Figure 62 Building a large bus network frosmaller ones

A bridge is similar to, but more complex than, a repeater. Like a repeater, it connects two buses, but it does
not necessarily pass all messages across the connection. litskealds at the destination address that

accompanies each message and forwards a message across the connection only when that message is

destined for a computer on the other side. Thus, two machines residing on the same side of a bridge can
exchange messag without interfering with communication taking place on the other side. A bridge
produces a more efficient system than that produced by a repeater.

A switch is essentially a bridge with multiple connections, allowing it to connect several buses ather th

just two. Thus, a switch produces a network congig} of several buses extending from the switch as
spokes on a wheel (Figure 62b). As in the case of a bridge, a switch considers the destination addresses of
all messages and forwards only those ngssalestined for other spokes. Moreover, each message that is
forwarded is relayed only into the appropriate spoke, thus minimizing the traffic in each spoke.

It is important to note that when networks are connected via repeaters, bridges, and swétceeslt b a

single large network. The entire system operates in the same manner (using the same protocols) as each of

the original smaller networks.

Sometimes, however, the networks to be connected have incompatible characteristics. For instance, the
chaacteristics of a WiFi network are not readily compatible with an Ethernet network. In these cases the
networks must be connected in a manner that builds a network of networks, knovintashah in which

the original networks maintain their individusliand continue to function as autonomous networks. (Note
that the generic tertinternetis distinct fromthe Internet The Internet, written with an uppercdseefers

to a particular, worldwide internet that we will study in later sections of this chapter. There are many other
examples of internets. Indeed, traditional telephone communication was handled by worldwide internet
systems well before the Interngas popularized.) The connection between networks to form an internet is
handled by devices known esuters, which are special purpose computers used for forwarding messages.
Note that the task of a router is different from that of repeaters, bridgesyackles in that routers provide

links between networks while allowing each network to maintain its unique internal characteristics. As an
example, Figure 63 depicts two WiFi star networks and an Ethernet bus network connected by routers.
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When a machinaiione of the WiFi networks wants to send a message to a machine in the Ethernet network,

it first sends the message to the AP in its network. From there, the AP sends the message to its associated
router, and this router forwards the message to the ratitee Ethernet. There the message is given to a
machine on the bus, and that machine then forwards the message to its final destination in the Ethernet.

The reason that routers are so named is that their purpose is to forward messages in their ptmpey. dire

This forwarding process is based on an intermétie addressing system in which all the devices in an

internet (including the machines in the original networks and the routers) are assigned unique addresses.
(Thus, each machine in one of the amigi | net wor ks has two addresses: i
its own network and its internet address.) A machine wanting to send a message to a machine in a distant
network attaches the internet address of the destination to the message anthdireetsage to its local

router. From there it is forwarded in the proper direction. For this forwarding purpose, each router maintains
aforwarding tablet hat contains the routerés knowledge abou
sent dependingn their destination addresses.

The Apointodo at which one net wo gakewaylecalse inskreedastao an
passageway between the network and the outside world. Gateways can be found in a variety of forms, and
thustheterm s used rather | oosely. I n many cases a net w
it communicates with the rest of the internet. In other cases thgtdewaymay be used to refer to more

than just a router. For example, in most residentidfiWetworks that are connected to the Internet, the
termgatewayr ef er s col l ectively to both the networkés AP
two devices are normally packaged in a single unit.

& WiFi network

AP
\‘
c’ Router Router

Router Ethernet network

ffr
AP

Y
)/;':; WiFi network

Figure 63: Routers connecting two WiFi networks and an Ethernet network to form an internet
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Module 62
62. Networking and the Internet: Methods of Process Communication
The various activities (or processes) executing on the different computers within a network (or even
executing on the same machine via tisharing/multitasking) must often communicate with each other to
coordinate their actions and to ptarm their degjnated tasks. Such communication between processes is
calledinter-process communicationA popular convention used for intprocess communication is the
client/

server model. This model defines the basic roles played by the processes as €liggvatr, @hich makes
requests of other processes, aeaver, which satisfies the requests made by clients.

An early application of the client/server model appeared in networks connecting all the computers in a
cluster of offices. In this situation, a single, higjality printer was attached to the network where it was
available to all the machines in the network. In this case the printer played the role of a server (often called
aprint server), and the other machines were programmed to play the role of ¢hah&ent print requests

to the print server.

Another early application of the client/server model was used to reduce the cost of magnetic disk storage
while also removing the need for duplicate copies of records. Here one machine in a network was equipped
withahighcapacity mass storage system (usually a magn
records. Other machines on the network then requested access to the records as they needed them. Thus the
machine that actually contained the resopthyed the role of a server (calleila server), and the other

machines played the role of clients that requested access to the files that were stored at the file server.

Today the client/server model is used extensively in network applications, adlvgee later in this

chapter. However, the client/server model is not the only means epitteess communication. Another

model is thepeer-to-peer (often abbreviate®2P) model. Whereas the client/server model involves one
process (the server) prog a service to numerous others (clients), the-fregueer model involves
processes that provide service to and receive service from each other (Figure 64). Moreover, whereas a
server must execute continuously so that it is prepared to serve its atianty time, the pe¢o-peer model

usually involves processes that execute on a temporary basis. For example, applications efdipepeer

model include instant messaging in which people carry on a written conversation over the Internet as well
as ftuations in which people play competitive interactive games.

Client

N/
/

Client

f
t

Client Client

0
f

a. Server must be prepared to serve multiple clients at any time.

Peer 4——p Peer

b. Peers communicate as equals on a one-to-one basis.

Figure 64: The client/server model compared to the piegpeer model
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The peetto-peer model is also a popular means ofrithisting files such as music recordings and motion
pictures via the Internet. In this case, one peer may receive a file from another and then provide that file to
other peers. The collection of peers participating in such a distribution is sometimésaacallarm. The

swarm approach to file distribution is in contrast to earlier approaches that applied the client/server model
by establishing a central distribution center (the server) from which clients downloaded files (or at least
found sources for thodites).

One reason that the P2P model is replacing the client/server model for file sharing is that it distributes the
service task over many peers rather than concentrating it at one server. This lack of a centralized base of
operation leads to a moefficient system. Unfortunately, another reason for the popularity of file
distribution systems based on the P2P model is that, in cases of questionable legality, the lack of a central
server makes legal efforts to enforce copyright laws more difficutird’are numerous cases, however, in
which individuals have discovered that dAdifficult
faced with significant liabilities due to copyright infringement violations. You might often read or hear the
termpeerto-peer networkwhich is an exam

ple of how misuse of terminology can evolve when technical terms are adopted by the nontechnical
community. The terrpeerto-peerrefers to a system by which two processes communicate over a network
(or internet). ltis not a property of the network (or internet). A process might use thégeeer model to
communicate with another process and later use the client/server model to communicate with another
process over the same network. Thus, it would be more actargppeak of communicating by means of

the peetto-peer model rather than communicating over a-fepeer network.
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Module 63
63. Networking and the Internet: Distributed Systems

With the success of networking technology, interaction between computers via networks has become
common and multifaceted. Many modern software systems, such as global information retrieval systems,
companywide accounting and inventory systems, computengga and even the software that controls a
net wor kés i nfr ast r udstrihutedesystemssmedning tratrthey consist of gaftveace a s
units that execute as processes on different computers. Early distributed systems were developed
independently from scratch. But today, research is revealing a common infrastructure running throughout
these systems, including such things as communication and security systems. In turn, efforts have been
made to produce prefabricated systems that pedvid basic infrastructure and therefore allow distributed
applications to be constructed by merely developing the part of the system that is unique to the application.

Several types of distributed computing systems are now comf@iosier computing descibes a

distributed system in which many independent computers work closely together to provide computation or
services comparable to a much larger machine. The cost of these individual machines, plussineehigh

network to connect them, can be less thdngherpriced supercomputer, but with higher reliability and

lower maintenance costs. Such distributed systems are used to prigNiekevailability d because it is

more likely that at least one member of the cluster will be able to answer a requegitodvencluster

members break down or are unavailébdnd load-balancingd because the workload can be shifted
automatically from members of the cluster that have too much to do to those that may have @adittle.
computing refers to distributed systemthat are more loosely coupled than clusters but that still work
together to accomplish large tasks. Grid computing can involve specialized software to make it easier to
distribute data and algorithms to the machines participating in a grid. Exampledeinghiversity of

Wi sconsinbés Condor system, or Berkeleyb6s Open | nf
these systems are often installed on computers that are used for other purposes, such as PCs at work or at
home, that can then volunteamaputing power to the grid when the machine is not otherwise being used.
Enabled by the growing connectivity of the Internet, this type of voluntary, distributed grid computing has
enabled mil lions of home PCs to work on enormously complex mathematizhkaientific problems.

Cloud computing, whereby huge pools of shared computers on the network can be allocated for use by
clients as needed, is the latest trend in distributed systems. Much as the spread of metropolitan electrical
grids in the early twergth century eliminated the need for individual factories and businesses to maintain

their own generators, the Internet is making it possible for entities to entrust their data and computations to
ithe Cloud, 6 which i n t hi sitingcressueces ralefdg available on thieh e e n
net wor k. Services such as Amazonbés Elastic Comput
hour, without concern for where the computer hardware is actually located. Google Drive and Google Apps
allow users to collaborate on information or build Web services without needing to know how many
computers are working on the problem or where the relevant data are stored. Cloud computing services
provide reasonable guarantees of reliability and scalabilityalsat raise concerns about privacy and

security in a world where we may no longer know who owns and operates the computers that we use.
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Module 64
64. Networking and the Internet: Internet Architecture
As we have already mentioned, the Internet is a collection of connectediarks. In general, these
networks are constructed and maintained by organizations tatéedet Service Providers (ISPs)lt is
also customary to use the term ISP in referacéhe networks themselves. Thus, we will speak of
connecting to an ISP, when what we really mean is connecting to the network provided by an ISP.

The system of networks operated by the ISPs can be classified in a hierarchy according to the role they play
in the overall Internet structure (Figure 65). At the top of this hierarchy are relativetiefelvISPsthat

consist of very highspeed, higitapacity, international WANs. These networks are thought of as the
backbone of the Internet. They are typigalperated by large companies that are in the communications
business. An example would be a company that originated as a traditional telephone company and has
expanded its scope into providing other communication services.

Connecting to the tiet ISPs are théer-2 ISPsthat tend to be more regional in scope and less potent in
their capabilities. (The distinction between the-fieand tier2 ISPs is often a matter of opinion.) Again,
these networks tend to be operatedbsnpanies in the communications business.

Tier-1 and tier2 | SPs are essentially net wor ks of rout el
communication infrastructure. As such, they can be thought of as the core of the Internet. Access to this
core isusually provided by an intermediary calledeaces=or tier-3 ISP. An access ISP is essentially

an independent internet, sometimes callethtanet, operated by a single authority that is in the business

of supplying Internet access to individual resrand businesses. Examples include cable and telephone
companies that charge for their service as well as organizations such as universities or corporations that
take it upon themselves to provide Internet access to individuals within their organizations

(— Tier-11SPs

— Tier-2 ISPs

— Access ISPs

LA
et s

Figure 65; Internet composition

The devices that individual users connect to the access ISPs are krendnsgistemr hosts.These end
systems may be laptops or PCs, but increasingly range overtitudeuof other devices including
telephones, video cameras, automobiles, and home appliances. After all, the Internet is essentially a
communications system, and thus any device that would benefit from communicating with other devices is
a potential endystem.

The technology by which end systems connect to larger networks is also varied. Perhaps the fastest growing
are wireless connections based on WiFi technology. The strategy is to connect the AP to an access ISP and
thus provide Internet access thrbug t h a t | SP to end systems within t
within the AP or gr oup ha $pot pdrtisutarly when thenetivawk accéssie n ¢ a |
publicly available or free. Hot spots can be found in individual residencesahdteffice buildings, small
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businesses, parks, and in some cases span entire cities. A similar technology is used by the cellular telephone
industry where hot spots are known as cells and tF
contiruous service as an end system moves from one cell to another.
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Module 65
65. Networking and the Internet: Internet Addressing
Internet needs an interreide addressing system that assigns a unique identifying address to each
computer in the sydem. In the Internet these addresses are knowR addressesOriginally, each IP
address was a pattern of 32 bits, but to provide a larger set of addresses, the process of converting to 128
bit addresses is currently underway. Blocks of consecutively numbered IP addresses are awarded to ISPs
by the Internet Corporation for Assigned Names and Numbers (ICANN)which is a nonprofit
corporation established to coordinate the I nterne
addresses within their awarded blocks to machines within their region of authidnitg, machines
throughout the Internet are assigned unique IP addresses.

IP addresses are traditionally writtendaotted decimal notationin which the bytes of the address are
separated by periods and each byte is expressed as an integer represeadéibival base 10 notation.

For example, using dotted decimal notation, the pattern 5.2 would represent thgtéwait pattern
0000010100000010, which consists of the byte 00000101 (represented by 5) followed by the byte 00000010
(represented by 2), drihe pattern 17.12.25 would represent the thige bit pattern consisting of the byte
00010001 (which is 17 written in binary notation), followed by the byte 00001100 (12 written in binary),
followed by the byte 00011001 (25 written in binary). In sumyna 32bit IP address might appear as
192.207.177.133 when expressed in dotted decimal notation.

Addresses in bipattern form (even when compressed using dotted decimal notation) are rarely conducive

to human consumption. For this reason the Interreethalternative addressing system in which machines

are identified by mnemonic names. This addressing system is based on the condeptaihavhich can

be thought of as a fAregionodo of the | ntubjcampany,oper at
or government agency. (The word region is in quotations here because, as we will soon see, such a region
may not correspond to a physical area of the Internet.) Each domain must be registered witB I€ANN

process handled by companies, catlegistrars, that have been assigned this role by ICANN. As a part of

this registration process, the domain is assigned a mnedmmi@in name,which is uniqgue among all the

domain names throughout the Internet. Domain names are often descriptive of tiieatiaqraregistering

the domain, which enhances their utility for humans.

As an example, the domain name of Marquette University is mu.edu. Note the suffix following the period.

I't is used to reflect the domaatnidosneall asasd fii cditd atn
suffix. These suffixes are callégdp-level domains (TLDs).Other TLDs include com for commercial

institutions, gov for U.S. government institutions, org for nonprofit organizations, museum for museums,

info for unrestrictd use, and net, which was originally intended for ISPs but is now used on a much broader

scale. In addition to these general TLDs, there are alsdettes TLDs for specific countries (called
country-code TLDsg such as au for Australia and ca for Canada.

Once a domaindéds mnemonic name is registered, t he
the name to obtain mnemonic identifiers for individual items within the domain. For example, an
individual host within Marquette University may mentified as eagle.mu.edu. Note that domain names

are extended to the left and separated by a period. In some cases multiple extensiossbdaliadins,

are used as a means of organizing the names within a domain. These subdomains often remmsent diff
net works within the domaindéds jurisdiction. For ex:
name yoyodyne.com, then an individual computer at Yoyodyne might have a name such as
overthruster.propulsion.yoyodyne.com, meaning that the canputerthruster is in the subdomain
propulsion within the domain yoyodyne within the TLD com. (We should emphasize that the dotted
notation used in mnemonic addresses is not related to the dotted decimal notation used to represent
addresses in bit patteform.)

Although mnemonic addresses are convenient for humans, messages are always transferred over the
Internet by means of IP addresses. Thus, if a human wants to send a message to a distant machine and
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identifies the destination by means of a mnemonéress, the software being used must be able to convert

that address into an IP address before transmitting the message. This conversion is performed with the aid
of numerous servers, call@ame serversthat are essentially directories that provide addtesslation

services to clients. Collectively, these name servers are used as an-lnideneirectory system known

as thedomain name system (DNS)The process of using DNS to perform a translation is called&

lookup.

Thus, for a machine to be &ssible by means of a mnemonic domain name, that name must be represented
in a name server within the DNS. In thasgses,in which the entity establishing the domain has the
resources, it can establish and maintain its own name server containing all the names within that domain.
Indeed, this is the model on which the domain system was originally based. Each registered domain
represented a physical region of the Internet that was operated by a local authority such as a company, uni
versity, or government agency. This authority was essentially an access ISP that provided Internet access
to its members by means of its own imeea that was linked to the Internet. As part of this system, the
organization maintained its own name server that provided translation services for all the names used within
its domain.

This model is still common today. However, many individuals or smghrizations want to establish a
domain presence on the Internet without committing the resources necessary to support it. For example, it
might be beneficial for a local chess club to have a presence on the Internet as KingsandQueens.org, but
the club wold likely not have the resources to establish its own network, maintain a link from this network

to the Internet, and implement its own name server. In this case, the club can contract with an access ISP
to create the appearance of a registered domairy ukin resources already established by the ISP.
Typically, the club, perhaps with the assistance of the ISP, registers the name chosen by the club and
contracts with the I SP to have that name ipscluded
regarding the new domain name will be directed to
will be obtained. In this way, many registered domains can reside within a single ISP, each often occupying
only a small portion of a single comeun.
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Module 66
66. Networking and the Internet: Internet Applications
In the earlier days of the Internet, most applications were separate, simple programs that each followed a
network protocol. A newsreader application contacted servers usiNgtiverk News Transfer Protocol
(NNTP), an application for listing and copying files across the network implementéeiléh@&ransfer
Protocol (FTP), or an application for accessing another computer from a great distance u3ethétie
protocol, or later ie Secure Shell (SSH)rotocol. As webservers and browsers have become more
sophisticated, more and more of these traditional network applications have come to be handled by
webpages via the powerfdlyper Text Transfer Protocol (HTTP).

Electronic Mail A wide variety of systems now exist for exchanging messages between end users over the
network; instant messaging (IM), browd®sed online chatting, Twitdtra s ed ft weet so, and
Awall 6 are but a f ew. On e ofdhe Interheeis tleeleldcaait madl systemmo s t
or email for short.

VoIP As an example of a more recent Internet application, congmé@ (Voice over Internet Protocol)

in which the Internet infrastructure is used to provide voice communication similaattof traditional

telephone systems. In its simplest form, VoIP consists of two processes on different machines transferring
audio data via the P2P modeh process that in itself presents no significant problems. However, tasks

such as initiating and ceiving calls, linking VolP with traditional telephone systems, and providing
services such as emergency 911 communication are issues that extend beyond traditional Internet
applications. Mor eover, gover nmentcompaneaview volPn t hei
as a threat and have either taxed it heavily or outlawed it completely.

Internet Multimedia Streaming An enormous portion of current Internet traffic is used for transporting
audio and video across the Internet in -tiea¢, krown as streaming. Netflix streamed more than 4
billion hours of programming to end users in the first three months of 2013 alone. Combined with
YouTube, these two services will consume more than half of the bandwidth of the Internet in 2014.
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Module 67
67. Networking and the Internet: Internet Applications: Email

Messaging applications

V Instant Messaging

V Browser based chatting

V  Twitter based tweets

V  Facebook wall.

V  One of the oldest is Electronic médmail)
Protocol

V  Simple Mail Transfer Protocol (SMTP)
Scenario

V mafzal from cust.edu.pk wants to send email to hmaurer from iicm.tugraz.at, the flow has been
shown in the Figure 66.

1 220 mail.ijiicm.tugraz.at

SMTP Sendmail Gallifrey-1.0; 9 354 Enter mail, end
Sun, 12 with "." on a line by
Aug 2018 14:34:10 itself

2 HELO mail.cust.edu.pk 10 subject:

3 250 mail.iicm.tugraz.at Extermination.

Hello mail.cust.edu.pk, 11

pleased to meet you 12 EXTERMINATE!

4 MAIL From: 13 Regards, Dr. M.
mafzal@cust.edu.pk Tanvir Afzal

5 250 2.1.0 14
mafzal@cust.edu.pk... Sender 15 250 2.0.0

ok r7NJYAE1028071 Message
6 RCPT To: accepted for delivery
hmaurer@iicm.tugraz.at 16 QUIT

7 250 2.1.5 17 221 2.0.0
hmaurer@iicm.tugraz.at... mail.iicm.tugraz.at
Recipient ok closing connection

8 DATA

Figure 66. Email procedure

Other Protocols

V SMTP for text messages.

MIME (Multipurpose Internet Mail Extensions) to convert rd8CIl to SMTP compatible form.
Post Office Protocol Version 3 (POP3)

Internet MailAccess Protocol (IMAP)

< < < <

User can download and maintain mail messages into folders etc, POP3 helps to store messages on
local machine, IMAP on mail server machine.
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Module 68
68. Networking and the Internet: VolP
As an example of a more recent Internet application, con¥ioét (Voice over Internet Protocol)in
which the Internet infrastructure is used to provide voice communication similar to that of traditional
telephone systems. In its simplest form, VoIP consists of two processes on different machines transferring
audio data via the P2P modeh process than itself presents no significant problems. However, tasks
such as initiating and receiving calls, linking VolP with traditional telephone systems, and providing
services such as emergency 911 communication are issues that extend beyond traditiowhl Inter
applications. Mor eover, governments that own t hei
as a threat and have either taxed it heavily or outlawed it completely. Existing VoIP systems come in four
different forms that are competing for poarity. VolP soft phonesconsist of P2P software that allows
two or more PCs to share a call with no more special hardware than a speaker and a microphone. An
example of a VoIP soft phone system is Skype, which also provides its clients with linksr&aitienal
telephone communication system. One drawback to Skype is that it is a proprietary system, and thus much
of its operational structure is not publicly known. This means that Skype users must trust the integrity of
the Skype software without thiphrty verification. For instance, to receive calls, a Skype user must leave
his or her PC connected to the Internet and available to the Skype system, which means that some of the
PC6bs resources may be used to suepPCtowrdreds Skwaree
a feature that has generated some resistance.

A second form of VoIP consists ahalog telephone adapterswhich are devices that allow a user to
connect his or her traditional telephone to phone service provided by an accesssISivita is frequently
bundled with traditional Internet service and/or digital television service.

The third type of VolP comes in the form of embedded VolP phones, which are devices that replace a
traditional telephone with an equivalent handset comdedirectly to a TCP/IP network. Embedded VolP
phones are becoming increasingly common for large organizations, many of whom are replacing their
traditional internal copper wire telephone systems with VolP over Ethernet to reduce costs and enhance
features

Finally, the current generation of smartphones use wireless VolP technology. That is, earlier generations of
wireless phones only communicated with the tele]
protocols. Access to the Internet was obtained be gahy s b et ween the companyd
Internet, at which point signals were converted to the TCP/IP system. However, the 4G phone network is

an IRbased network throughout, which means a 4G telephone is essentially just another broadband
connected h&t computer on the global Internet.
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Module 69
69. Networking and the Internet: Internet Multimedia Streaming
An enormous portion of current Internet traffic is used for transporting audio and video across the
Internet in real-time, known as streaming. Netflix streamed more than 4 billion hours of
programming to  end users in the first three months of 2013 alone. Combined with
YouTube, these two services will consume more than half of the bandwidth of the Internet in
2014.

On the surface, Internet streaming may not seem to require special consideration. For example,
one might guess that an Internet radio station could merely establish a server that would send
program messages to each of the clients who requested them. This technique is known as N-
unicast. (More precisely, unicast refers to one sender sending messages to one receiver,
whereas N-unicast refers to a single sender involved with multiple unicasts.) The N-unicast
approach has been applied but has the drawback of placing a substantial burden on the station’s
server as well as on the server’s immediate Internet neighbors. Indeed, N-unicast forces the
server to send individual messages to each of its clients on a real-time basis, and all these
messages must be forwarded by the server’s neighbors.

Most alternatives to N-unicast represent attempts to alleviate this problem. One applies the P2P
model in a manner reminiscent of file-sharing systems. That is, once a peer has received data,
it begins to distribute that data to those peers that are still waiting, meaning that much of the
distribution problem is transferred from the data’s source to the peers.

Another alternative, called multicast, transfers the distribution problem to the Internet routers.
Using multicast, a server transmits a message to multiple clients by means of a single address
and relies on the routers in the Internet to recognize the significance of that address and to
produce and forward copies of the message to the appropriate destinations. Note then that
applications relying on multicast require that the functionality of the Internet routers be
expanded beyond their original duties. Multicast support has been implemented in small
networks, but has yet to expand to the global Internet.

More importantly, most applications in this category are now on-demand streaming, in which
the end user expects to view or listen to media at an arbitrary time of his or her choosing. This
is quite a different problem from the Inter- net radio station example, because each end user
expects to be able to start, pause, or rewind content at his or her own pace. In this case, N-
unicast and multicast technologies are of little help. Each on-demand stream is effectively
unicast from a media server that stores the content to the end user that wishes to retrieve it.

In order for this type of streaming to scale to thousands or even millions of simultaneous
users, each with his or her own personal stream, replication of the content to many distinct
servers is essential. Large-scale streaming services make use of content delivery networks
(CDNs), groups of servers distributed strategically around the Internet that specialize in
streaming copies of content to nearby end users in their network “neighborhood.” In many
cases, CDN machines may reside in an access ISP network, allowing customers of that access
ISP to stream copies of multimedia content at high speed from a nearby server that is much
closer in the network than the streaming service’s central server machines. A networking
technology called anycast, which enables an end user to automatically connect to the closest
server out of a defined group of servers, helps to make CDNs practical.

Internet streaming of high-definition, on-demand video has permeated far more than traditional
PCs. A broad class of embedded devices such as televisions, DVD/Blu-ray players,
smartphones, and game consoles connect directly to the TCP/IP network to select viewable
content from a multitude of both free and subscription servers.
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70. Networking and the Internet: World Wide Web

The World Wide Web had its origins in the work of Tim Berners-Lee who realized the potential
of combining internet technology with the concept of linked- documents, called hypertext. His
first software for implementing the Web was released in December 1990. While this early
prototype did not yet support multimedia data, it included the key components of what we now
recognize as the World Wide Web: a hypertext document format for embedding hyperlinks to
other documents; a protocol for transferring hypertext across the network, and a server process
that supplied hypertext pages upon request. From this humble beginning, the Web quickly grew
to support images, audio and video, and by the mid-1990s had become the dominant application
powering the growth of the Internet.
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71. Networking and the Internet: Web implementations

Software packages that allow users to access hypertext on the Internet fall into one of two
categories: browsers and webservers. A browser resides on the user’s computer and is charged
with the tasks of obtaining materials requested by the user and presenting these materials to the
user in an organized manner. Common Internet browsers include Firefox, Safari, and Internet
Explorer. The webserver resides on a computer containing hypertext documents to be accessed.
Its task is to provide access to the documents under its control as requested by clients (browsers).
Hypertext documents are normally transferred between browsers and webservers using a protocol
known as the Hypertext Transfer Protocol (HTTP). In order to locate and retrieve documents on
the Web, each document is given a unique address called a Uniform Resource Locator (URL).
Each URL contains the information needed by a browser to contact the proper server and request
the desired document. Thus, to view a webpage, a person first provides his or her browser with
the URL of the desired document and then instructs the browser to retrieve and display the
document.

A typical URL is presented in Figure 67. It consists of four segments: the protocol to use to
communicate with the server controlling access to the document, the mnemonic address of the
machine containing the server, the directory path needed for the server to find the directory
containing the document, and the name of the document itself. In short, the URL in Figure 67 tells
a browser to contact the webserver on the computer known as eagle.mu.edu using the protocol
HTTP and to retrieve the document named Julius Caesar.html found within the subdirectory
Shakespeare within the directory called authors.

Sometimes a URL might not explicitly contain all the segments shown in Figure 67. For example,
if the server does not need to follow a directory path to reach the document, no directory path will
appear in the URL. Moreover, sometimes a URL will consist of only a protocol and the mnemonic
address of a computer. In these cases, the webserver at that computer will return a predetermined
document, typically called a home page, that usually describes the information available at that
website. Such shortened URLs provide a simple means of contacting organizations. For example,
the URL http://www.google.com will lead to the home page of Google, which contains hyperlinks
to the services, products, and documents relating to the company.

To further simplify locating websites, many browsers assume that the HTTP protocol should be
used if no protocol is identified. These browsers correctly retrieve the Google home page when
given the “URL” consisting merely of www.google.com.

Figure 67: A typical URL
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